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Abstract 
 

The emergence of social media platforms has significantly shifted the 
landscape of communication and interaction, especially within the context of 
digital media literacy. In Malaysia, the absence of regulation on these 
platforms has allowed for the unchecked dissemination of misinformation, 
causing society to rely more heavily on social media for timely political 
updates in a rapidly changing political landscape. Individuals from 
Generation Z, typically between 18 and 27, are immersed in a world shaped 
by digital connectivity. However, there is still uncertainty regarding their 
capacity to assess misinformation on social platforms and their overall 
proficiency in navigating digital media. This research, informed by self-
determination theory, employs a quantitative methodology, utilizing non-
probability convenience sampling from 391 respondents residing in the 
Klang Valley. Findings indicate that factors such as exposure to fake news 
on politics, knowledge on politics, civic education and critical evaluation 
skills significantly impact Gen Z's digital media literacy. There were 
significant relationships between fake news on politics, knowledge of 
politics, civic education, critical evaluation skills, and Gen Z’s digital media 
literacy. The findings indicate that Gen Z critically interacts with digital 
content, however, there is a pressing need for further research and 
education to prepare them to confront misinformation and engage actively in 
democratic activities. 
 
Keywords: Fake News, Politics, Gen Z, Digital Media Literacy, 
Social Media 
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Kesan Berita Palsu dalam Politik  
terhadap Literasi Media Digital Gen Z 

 
Abstrak 

 
Kemunculan platfom media sosial telah membawa perubahan besar 
terhadap landskap komunikasi dan interaksi, terutamanya dalam konteks 
literasi media digital. Di Malaysia, ketiadaan peraturan yang kukuh 
terhadap platform ini telah membolehkan penyebaran maklumat palsu 
yang telah berlaku tanpa kawalan. Ini sekaligus, menyebabkan 
masyarakat amat bergantung sepenuhnya kepada media sosial untuk 
mendapatkan maklumat politik terkini. Individu daripada Gen Z, yang 
berumur antara 18 sehingga 27 tahun, hidup dalam denua yang dibentuk 
oleh keterhibungan digital. Namun begitu, masih terdapat ketidakpasian 
mengenai keupayaan Gen Z untuk menilai maklumat palsu di platform 
media sosial serta tahap kemahiran dalam literasi media digital. Kajian 
ini, berasakan “Self-Determination Theory”, menggunakan pendekatan 
kuantitatif dengan kaedah pensampelan mudah tidak rawak yang 
melibatkan 391 responden yang menetap di sekitar Lembah Klang. 
Dapatan kajian menunjukkan bahawa faktor seperti pendedahkan kepada 
berita palsu poitik, pengetahuan politik, pendidikan sivik dan kemahiran 
penilaian kritikal dan literasi media digital Gen Z. Dapatan ini juga 
menunjukkan bahawa Gen Z berinteraksi secara kritikal dengan 
kandungan digital, namun demikian, masih terdapat keperluan mendesak 
untuk penyelidkan dan pendidikan lanjut bagi mempersiapkan Gen Z 
menghadapi maklumat palsu serta melibatkan diri secara aktif dalam 
aktiviti demokrasi. 
 
Kata Kunci: Berita Palsu, Politik, Gen Z, Literasi Media Digital, 
Media Sosial 

 
 
Introduction 
 
The rise in social media platforms has transformed how we connect and 
communicate on a global scale. According to the research by Rao 
(2022), social media was created as a powerful communication medium 
to connect with friends. Research has also suggested that social media 
has become a breeding ground for creating and disseminating fake news 
in recent years. Apart from that, it has emerged as a potent tool for 
political discourse and self-expression (Gagrčin, 2024). Nevertheless, 
the credibility of political actors is often questioned, as these platforms 
can also be misused to spread misleading information and manipulate 
public opinion due to a lack of a mechanism to verify the information 
(Osimen & Adeyefa, 2024).   
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Given this global trend, it is important to examine how different countries, 
including Malaysia, deal with misinformation in the digital age. Malaysia 
encounters considerable obstacles in implementing effective regulations 
to mitigate the spread of misinformation. Despite the existence of rules 
like the Anti-Fake News Act 2018 (Neo, 2021), the implementation and 
effectiveness of these policies are still debatable. According to Daud and 
Abd Ghani Azmi (2021), the 2018 Anti-Fake News Act was repealed in 
2019 over fears that it would restrict free speech. The Malaysian 
government enacted an Anti-Fake News law before the 14th general 
election (Ayub & Yusoff, 2021). Consequently, there remains a policy 
vacuum regarding comprehensive legal frameworks to address 
misinformation.  
 
The absence of clear regulations has enabled influential individuals to 
manipulate news narratives. More evidence during the Russian 
disinformation campaign targeting the United States 2016 presidential 
election has brought to the on how government actors were to leverage 
social media to manipulate and influence audiences (François, 2019). 
Hence, it could be any government officials, political parties, and 
prominent people altering narratives and information flow in the world of 
social media. According to Çömlekçi, (2022), the public struggles to 
distinguish fact from fiction due to a lack of fact-checking and digital 
media literacy programmes. Moreover, some traditional media channels 
in Malaysia are predominantly run by political parties (Kow & Khoo, 
2023). This facilitates the dominance of specific narratives in public 
discourse. 
 
Despite these challenges, social media is becoming a more useful 
source of political information for people in society. Society is now 
increasingly comfortable using social media as a source of up-to-date 
political news, in keeping with the current shift in political culture 
(Abdullah et al., 2021). Bradshaw et al. (2020) have shown that the 
spread of misinformation over social media platforms has become a 
critical public interest issue. This is due to the rapid content distribution 
made possible by social media, frequently without adequate fact-
checking or verification (Ceron et al., 2020). It also reshaped our 
contemporary political communication environment as it is defined as 
political content when interpreting the news types of sources and 
content. 
 
This spread of fake news is often shared by anonymous political 
influencers who fabricate the information (Igwebuike & Chimuanya, 
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2021) because of political gain for publicity or followers (Riedl et al., 
2021). Political parties and powerful individuals conduct misinformation 
campaigns to maintain or grow power, discredit opponents, or influence 
public opinion on issues. Regardless of veracity, sensational or 
controversial articles are more likely to be shared, therefore some 
prioritise engagement over accuracy (Jahanbakhsh et al., 2021). A 
twisted story attracts social media users due to anonymity and lack of 
responsibility on many social media users and groups propagate 
misinformation without consequences, worsening the situation. 
 
In Malaysia, approximately 28 million social media users are actively 
using social media platforms as they play a vital role in communication 
(Ministry of Communication, 2022). It is widely used and reaches large 
audiences in a short period (Ouvrein et al., 2021). Despite data from the 
Statista Research Department indicating that the percentage of 
Malaysians actively using social media dropped from around 91.7% of 
the total population in 2022 to 78.5% as of January 2023, social media 
maintains a strong presence in the country (Statista, 2023). Also, it 
allows politicians and parties to connect directly with voters without 
relying on media outlets. Citizens engage in discussions, share opinions 
and debate issues on these platforms, which has led to a diverse range 
of viewpoints being heard (Chan et al., 2021). However, the immediate 
feedback through comments, shares and likes enables political 
influencers and politicians to gauge opinion and adjust their messaging 
accordingly. However, immediate feedback mechanisms enable political 
influencers and politicians to adjust their messaging based on audience 
reactions.  
 
Research by Pérez-Escoda et. al (2021), reveals that Gen Z is frequently 
exposed to fake news and misleading news on social media platforms. 
This is supported by Gülcan and Asena (2023), who indicated that Gen Z 
is the first generation that has been significantly affected by digitisation. 
Although this generation heavily relies on social media platforms for 
information (Emeraldien et al., 2024), it also displays mistrust among 
them (Panagiotou et al., 2022). This absence of trust is evident not only 
in politicians, media, and journalists highlighting the necessity for 
improved digital media literacy. 
 
Gen Z is particularly susceptible to hoaxes due to their active 
engagement with social media, making them prime targets for 
misinformation campaigns (Amanda et al., 2024). This generation often 
uses smartphones to check news online, relying on multiple sources, 
including online newspapers and social media (Niaz Ahmed, 2020). This 
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heightened reliance on social media platforms has significantly 
transformed their behavioural patterns (Bag et al., 2022; Sharma et al., 
2023). It is becoming increasingly hard to separate accurate political 
information from misinformation and fake news on social media. This 
leads to worries about how it could negatively affect people's decision-
making abilities and critical thinking skills (Howell & Brossard, 2021). 
Therefore, to effectively address the issue of false news aimed at 
Generation Z, it is crucial to prioritise the enhancement of their digital 
literacy and critical thinking abilities. 
 
Furthermore, this cohort who was born between the middle of the 1990s 
and the middle of 2010,  Gen Z, sometimes known as the "zoomers," is a 
generation of digital natives who have lived their whole lives in an 
environment connected to the Internet (Kambuno et al., 2022). They are 
also considered fundamentally digital, having encountered technology 
early in life, which has cultivated their capacity to multitask effectively 
with digital devices (Ozdemir-Guzel & Bas, 2021; Wajdi et al., 2024). 
This generational shift in digital media literacy has profound implications 
for how information is consumed, shared, and understood across various 
social media platforms. As a result, their attitudes and behaviour are 
increasingly less influenced by their place of birth and socioeconomic 
status. The upbringing of Gen Z in a digital landscape has empowered 
them to utilise technology for creative expression and cutting-edge ideas 
(Maharani et al., 2024). Furthermore, Gen Z has a deficiency in digital 
media literacy, particularly when it comes to discerning and 
understanding the implications of fake news within a political framework 
(Silveira, 2020). This digital-first Gen Z is poised to shape the future of 
communication and culture in unprecedented ways. 
 
The implementation of UNDI 18 in 2022, which reduced Malaysia's 
voting age to 18 has implemented and raised the significance of young 
voters particularly members of Generation Z in the political sphere 
(Siang Ling & Puyok, 2024). Furthermore, politicians are increasingly 
trying to engage with and win over this set of people and changing their 
strategies to appeal to younger people (Will et al., 2021). These 
strategies include social media campaigns, youth-oriented messaging, 
and addressing issues among Generation Z. According to Goodwin et al. 
(2020), younger voters are more readily swayed by social media 
messaging and online campaigns, and political influencers are trying 
more to connect with them online. Some politicians believe Gen Z voters 
are more consistent in their political views since their relative 
inexperience with past election cycles and this impression motivates 
more active political messaging aiming at the distribution of false news. 
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The challenge lies in bridging the gap between Gen Z's digital media 
literacy skills and the critical evaluation skills needed to navigate 
complex political information. Particularly Gen Y (Millennials), Gen Z's 
information-consuming patterns diverge greatly from those of earlier 
generations (Dash et al., 2021). This Gen Z  has grown up in a digital-
first environment and had access to knowledge plus a taste for rapid 
readily absorbed material. Sometimes this rapid information intake 
results in information overload, which makes it difficult for Generation Z 
to carefully review every bit of material they come across (Hiltbrand, 
2023). Moreover, Gen Z is more attracted to interactive and visual 
materials such as infographics and short films which causes a loss of 
complexity and context even when it makes knowledge more easily 
available (Doimer et al., 2022). With an emphasis on sharing and peer 
recommendations, Gen Z's media consumption reflects a social aspect 
that occasionally puts popularity above veracity and material consistent 
with peer group views might be more easily embraced. 
 
By examining this gap, the researcher gains important insights into how 
capable Gen Z is of critically analysing political information, which may 
influence their participation in political discourse and decision-making 
(Imran, 2023). Many Gen Z people are quite skilled in digital literacy and 
know how to negotiate internet information. Still, the sheer volume of 
data and the complex nature of some disinformation tactics test even the 
most discriminating social media users (Miliou & Angeli, 2021). The fast-
paced nature of social media results in hasty opinions instead of careful 
fact-checking. The calibre of Gen Z's digital media literacy and critical 
thinking skills determines their capacity often (Komalasari et al., 2023). 
Gen Z finds it difficult to come across and give careful thought to 
different points of view, given the polarised character of much political 
debate and the echo chamber impact of social media algorithms. 
Tackling this issue is to empower Gen Z to navigate online information 
more effectively, promoting greater awareness and resilience in the face 
of fake news (Ezhova, 2020). In light of these concerns, this study seeks 
to explore a key question: How does political fake news affect Gen Z’s 
ability to evaluate online information? Addressing this question is 
important to understanding the impact of fake news in politics on Gen Z’s 
digital media literacy in the Malaysian context. The objectives of this 
research are: 
 
1.⁠ ⁠To determine the relationship between fake news on politics towards 
Gen Z’s digital media literacy. 
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2.⁠ ⁠To examine the relationship between knowledge of politics and digital 
media literacy among Gen Z.  
3.⁠ ⁠To ascertain how civic education affects Gen Z’s digital media literacy. 
4. To determine the relationship between critical evaluation skills for 
political news and Gen Z’s digital media literacy. 
 

 

Figure 1: Conceptual framework 
 
LiteratureReview 
 
Fake News on Politics (FN) 
 
The term fake news has gained significant traction in recent years, 
emerging as a major challenge in this digital age. The spread of 
misinformation, particularly among Gen Z influences their political 
attitudes and voting choices (Lailiyah et al., 2020). With smartphones 
readily available, inaccurate information spreads rapidly leading to 
serious consequences. Understanding political news through the lens of 
digital media literacy is crucial for Gen Z and encompasses essential 
skills such as critically assessing information, analysing messages, 
forming opinions, reflecting on content truthfulness, and taking informed 
actions. However, many Gen Z may lack proficiency in these areas, 
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making them vulnerable to the effects of fake news and misinformation 
(Panagiotou et al., 2022). 
 
Research indicates a varied relationship between Gen Z's exposure to 
fake news and the evolution of their digital literacy (Park & Kim, 2024; 
Pérez-Escoda et al., 2021). Essentially, Generation Z turns to social 
media for their news instead of traditional outlets (Ling et al., 2024). 
Supported by Anthonysamy & Sivakumar (2024), this exposure has 
created both challenges and opportunities in their ability to navigate 
digital information. Research shows that the ongoing engagement of 
Gen Z with fake news has resulted in heightened skepticism, prompting 
many to adopt informal fact-checking techniques and rely on peer-based 
verification approaches  (Selnes, 2024). Nevertheless, this awareness 
has not necessarily led to improved digital media literacy abilities, since 
only a small number of Malaysian Generation Z possess high proficiency 
in identifying fake news (Salwa Shokri et al., 2024).  
 
The challenge is particularly pronounced in political content, where the 
combination of algorithmic content delivery and emotional engagement 
often overshadows critical evaluation (Alavi et al., 2024). Hassoun et. al 
(2023) explained that even though Gen Z grew up with technology, it 
does not automatically protect them from fake news. In fact, because 
they sometimes doubt their own ability to tell what’s true or false, they 
can become more vulnerable to fake information. In addition, numerous 
studies noted that social media has played an important role in seeking 
information and news (Alfred & Wong, 2022; Swart, 2023).   
 
As mentioned in the research by Panagiotou et al. (2022), Gen Z heavily 
relies on the role of social media platforms such as TikTok, Instagram, 
and YouTube as primary sources for news and political information This 
reliance makes these platforms significant contributors to both accurate 
news and misinformation (Freiling et al., 2021). However, despite 
reliance on these social media platforms, research by Sarjiton (2024; 
Stahl & Literat (2023) noted that even though Gen Z has grown up with 
technology and quickly adapted to all the digital platforms but also scroll 
the news without deep evaluation. It is also supported by (Tirocchi, 
2024). Gen Z often prefers influencers and relatable content creators 
over traditional news sources, contributing to the rapid spread of political 
misinformation among this demographic. For instance, during the 
General Election 15 (GE15), the first election in which voters aged 18 
and above participated, fake news and conspiracy theories were 
disseminated rapidly via platforms such as TikTok (Echeverría et al., 
2024; Mohiuddin, 2024). Nevertheless, as viewed by (Hassoun et al 
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(2023), this reliance on social media for political information makes it 
challenging for Gen Z to discern credible sources from misleading 
content. 
 
Recent studies noted that political bias can significantly affect the 
susceptibility to fake news (Gupta et al., 2023; Calvillo et al., 2021; 
Tandoc et al., 2021). As viewed by researchers Zhang et al. (2024); 
Tandoc et al. (2021), have shown that people with strong political biases 
are more prone to believe fake news that supports their opinions.  
 
Findings by Kamarulbaid et al (2023); Kumar & Husain (2019), this result 
is compounded by the reality that the younger generation frequently 
does not possess the media literacy skills required to assess the integrity 
of online content, making them more susceptible to fake news. However, 
the current level of media literacy among Gen Z is insufficient to 
successfully distinguish between fake news and real information 
(Kamarulbaid et al., 2023; Pérez-Escoda et al., 2021). Essentially, 
initiatives aimed at enhancing media literacy, including educational 
campaigns and media literacy training, are crucial for empowering young 
individuals with the necessary skills to effectively navigate the intricate 
digital media landscape (Suwana, 2021). In conclusion, political bias 
plays a significant role in the spread of fake news among Malaysia's Gen 
Z, this is largely due to insufficient digital media literacy. Enhancing 
digital media literacy through educational initiatives is important to 
mitigate the impact of fake news in the digital age. 
 
Knowledge on Politics (KN)  
 
In the digital age, Gen Z heavily relies on social media platforms as their 
primary source for news and information, including political content. This 
tech-savvy generation constantly encounters unverified claims, 
misleading stories, and disinformation campaigns when accessing 
political news on social media (Dabbous et al., 2021). Stated by Khan et 
al (2021), the spread of fake news on these platforms poses a significant 
challenge for Gen Z in obtaining reliable and accurate information. It also 
mentioned that Gen Z significantly depends on social media platforms 
such as Instagram, TikTok, and WhatsApp for political information, which 
greatly impacts their political awareness and involvement (Velasco et al., 
2024; Zainudin, 2024). However, findings by Lee, (2020) and David et al. 
(2019) show that reliance on social media for news can sometimes 
hinder political knowledge due to the "news-finds-me" perception, where 
individuals feel less need to actively seek out news. Research by Solihat 
(2024), contented that the algorithmic personalisation of content shapes 



The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

54 
 

their political exposure and opinions. As clarified by Schmuck et al. 
(2022), this dynamic has a big impact on how Gen Z learns politics and, 
in turn, how they become digital media savvy. Social media has emerged 
as a prominent platform for exchanging ideologies, particularly among 
political figures. Politicians often disseminate ideologically divided 
content, a trend that becomes more evident in electoral settings with 
reduced competition (Eady et al., 2024). This reliance, coupled with the 
prevalence of fake news on social media, underscores the need for 
effective digital media literacy education to help Gen Z navigate the 
complexities of the online information landscape. 
 
Despite being digital natives, sophisticated fake news strategies and 
coordinated misinformation campaigns make it challenging for them to 
objectively evaluate the accuracy of political content and the information 
available online. Malaysia's social media usage statistics for 2024 
indicate that 28.68 million people, or 83.1% of the total population, have 
a social media presence (Howe, 2024). An additional 4.8 million users 
joined social media in 2023, resulting in a 20% increase over the 
previous year. This rapid growth in social media engagement highlights 
the challenges faced by Malaysian Gen Z in discerning credible 
information amidst the overwhelming volume of content. 
 
On the other hand, Gen Z’s political engagement on social media is 
crucial for knowledge of politics. Research by Alfred and Wong (2022) 
mentioned that a positive perception of social media credibility correlates 
with higher political engagement. This is because social media platforms 
like Facebook, X, Instagram, and TikTok have become dominant 
sources of news and political information for Gen Z (Abdullah, 2023). 
Also, social media platforms allow direct connection with political content 
and discussions, yet many people remain passive watchers rather than 
active participants (Wijaya et al., 2024). The evolving role of social media 
as both a platform and battleground for political campaigns reflects the 
public's changing media consumption habits (Sheikh, 2024), particularly 
evident during the Malaysia General Election (GE15), where Barisan 
Nasional (BN) faced defeat partly due to social media's influence 
(Abdullah, 2023). Notably, newly eligible voters from the young 
generation, who have grown up in an era of rapid technological 
advancement and information proliferation, are particularly affected 
(Abdul Hamid et al., 2023). Research by Riswandi (2023), indicates that 
this cohort has developed a strong fluency in digital media literacy tools 
available on social media platforms, positioning them as "experts" in 
navigating these environments. 
 



The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

55 
 

Other than that, news-seeking motivation reveals interesting patterns in 
how Gen Z approaches political information (Beattie et al., 2024). 
However, research by Guo and Chen (2022) mentioned that active 
involvement with new material on social media platforms like Facebook 
and Twitter can lead to more cognitive elaboration, but it does not always 
boost political knowledge. The research findings by Wijaya et al. (2024) 
showed that Gen Z’s digital literacy allows people to differentiate 
between factual and inaccurate information (59.4% demonstrating 
proficiency), yet this does not consistently result in proactive news-
seeking behaviour. This suggests that while Gen Z’s ability to access 
and evolve the information exists, the motivation to actively seek out 
political news varies significantly among this cohort (Blocksidge & 
Primeau, 2023). Hence, Vermeer and van den Heijkant (2024) noted that 
interaction with political news on platforms such as Instagram might 
enhance the political interest and engagement of young generations. 
 
Research highlights the significance of digital media literacy skills, such 
as analysis and evaluation, in enhancing the political involvement of 
young individuals who value integrity on social media platforms 
(Miftachul & Azmil, 2022; Moore & Hancock, 2022). Moreover, the lack of 
digital media literacy skills among Gen Z has been linked to unethical 
behaviour when accessing political news, including the dissemination of 
fake news and involvement in provocative actions (Mulyadi et al., 2024). 
This has resulted in a significant level of scepticism towards politics and 
negatively impacted the integrity of political participation among Gen Z in 
Malaysia. This relationship is crucial in the fight against fake news, as a 
well-informed individual is more suited to spot and reject false 
information (Halim et al., 2021). Therefore, enhancing proficiency in 
digital media literacy, particularly in assessing political knowledge is 
crucial for encouraging well-informed and responsible political 
participation among Gen Z. 
 
Civic Education Affects Gen Z’s Digital Media Literacy (CIV) 
 
The digital age has brought about a significant change in how political 
news is consumed and shared among Gen Z in Malaysia. Also, 
highlighted by Alscher et al., (2022), civic engagement is essentially for 
active participation in community and political life. Studies indicate that 
when Gen Z are educated about civic responsibilities and the importance 
of their participation, they are more likely to engage with political content 
critically (Deckman, 2024; Handoko et al., 2023). Moreover, Wandhe 
(2024) clarified that this generation has reached adulthood at a time 
when digital media literacy and social platforms are ubiquitous. It is 
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crucial to comprehend their level of involvement in political information 
and their perception of reliability to grasp their vulnerability to false 
information and fake news (Gaillard et al., 2021). However, Gen Z also 
believes that aligning political movements with digital media literacy skills 
could increase civic involvement from civic education and drive to 
democracy participatory (Harder, 2020). Moreover, both effective citizen 
participation and digital literacy require critical thinking. Civic education 
needs to concentrate on developing the ability of students to query 
assumptions, appraise arguments and make decisions based on the 
evidence provided (Kaumba et al., 2020). Many Gen Z do not know the 
basic structures or processes involved with governments leading to their 
ignorance concerning politics, (Biswas, 2021) such ignorance on 
governance issues makes it harder for them to contribute positively 
towards governance issues. 
 
In addition, it is important that digital citizenship education (Park et al., 
2021), integrates with emphasizing the need for young people to 
understand their rights and responsibilities in the digital realm. 
Enhancing digital literacy might improve communication skills among 
Gen Z, enabling them to use digital media effectively and responsibly 
(Pandor et al., 2024). Jiang and Gu (2022) suggests that when the 
young generation might be confident consumers of web-based content 
and are knowledgeable about civic processes, they become more likely 
to actively participate as citizens who make contributions towards 
maintaining democratic values both online and offline. Recent studies 
noted that this form of civic education equips Gen Z with the necessary 
skills to engage with digital platforms responsibly and ethically (Hukubun 
et al., 2024; Hammer et al., 2023). Essentially, Pua’at and Yunus (2023) 
mentioned that in Malaysia, there is a growing recognition of the need to 
integrate digital citizenship into the educational curriculum. Supported by 
Salman Salleh et al. (2023), this includes teaching students about their 
rights and obligations online as well as arming them with critical 
evaluation techniques required to evaluate information authenticity. 
Therefore, incorporating comprehensive digital citizenship education into 
education institutions empowers this generation to engage thoughtfully 
with digital content. 
 
Finally, civic education needs digital civic literacy (Nuryadi & 
Widiatmaka, 2023). Many studies indicate that this includes 
understanding how to access, analyse, and create information that 
promotes informed citizenship (Choi & Cristol, 2021; Milenkova & 
Lendzhova, 2021). Studies indicate that digital literacy is positively 
associated with the ability to mitigate misinformation (Apuke et al., 2023). 
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These competencies enable youth to verify and analyse information 
effectively (Anthonysamy & Sivakumar, 2024). As resulted in research by 
Sah Allam et al (2021), showed that higher levels of digital civic literacy 
among Malaysian youth significantly enhance their ability to identify fake 
news and evaluate its credibility. As such, fostering digital civic literacy is 
essential for preparing Gen Z to navigate the vast information landscape 
effectively. 
 
Critical Evaluation Skills (CES) and Gen Z’s Digital Media Literacy 
 
Past studies stated that critical evaluation skills are important in the 
digital media literacy landscape (Dame Adjin-Tettey, 2022; Xiao et al., 
2021). It was also noted by Dame Adjin-Tettey (2022), that critical 
thinking is essential for evaluating the credibility of media content. In 
other words, critical thinking outcomes align with credibility evaluations, 
suggesting that critical thinking acts as a dynamic shield against media 
deception (Olariu, 2022). Research indicates that individuals with strong 
critical thinking skills are better equipped to navigate the complexities of 
digital media literacy and are less susceptible to misinformation  
(Mehmet & Murat Sağlam, 2023). This is supported by Gaozhao (2021) 
who indicated that critical thinking significantly improves an individual’s 
ability to assess the credibility of news sources and identify fake news.  
 
Next, educational interventions play a crucial role in fostering critical 
evaluation skills among Gen Z (Thornhill-Miller et al., 2023). 
Furthermore, educational programs focused on media literacy 
significantly improve individuals' ability to identify and reject 
misinformation (Diepeveen & Pinet, 2022). For instance, research by 
Dewi and Elfiandri (2024) noted that training enhances critical 
understanding and fact-verification skills, which are vital for assessing 
political news. In recent years, Malaysia has recognised the necessity of 
integrating media literacy into the educational curriculum to equip 
students especially the young generation with the skills needed to 
critically assess information. One notable initiative is the Media 
Education For All (ME4A) movement (Media Education Academy (MEA), 
2021), which aims to empower educators to teach media literacy skills 
effectively. Furthermore, the government also initiated campaigns such 
as “Klik Dengan Bijak” (Shari et al., 2023), which have raised the 
awareness about dos and don’ts of the internet. It is also supported by 
(Ahmad Tajuddin et al., 2024), it prioritise security over fostering critical 
thinking skills necessary for discerning credible information. Moreover, 
educators themselves may lack adequate training in media literacy 
pedagogy, which can impact the effectiveness of these interventions 
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(McNelly & Harvey, 2021). A study by Salwa Shokri et al. (2024), 
emphasises the need for ongoing professional development for teachers 
to ensure they are well-equipped to teach new media literacy effectively. 
 
Last but not least, information literacy  (Jones-Jang et al., 2021), 
alongside media literacy, plays a crucial role in enabling Gen Z to 
recognise and resist political misinformation. As mentioned by Kurniasih 
et al. (2024), higher literacy levels correlate with reduced intentions to 
disseminate misinformation. Also, information literacy encompasses a 
broader set of skills that includes the ability to locate, evaluate, and use 
information effectively (Wuyckens et al., 2022). It is essential for 
informed citizenship in a digital society where individuals must navigate 
vast amounts of information daily (Haider & Sundin, 2022). Research 
has demonstrated that higher levels of information literacy correlate with 
improved critical evaluation skills (Wu et al., 2022). The findings by Gil et 
al. (2025), showed that students who are trained in information literacy 
are more adept at distinguishing between credible and non-credible 
sources, which is crucial for assessing political news accurately. 
Additionally, continuous and collaborative efforts across sectors are 
necessary to sustain and expand media literacy education among 
Malaysian Gen Z to evaluate the credibility of political news before 
sharing.  
 
 
Gen Z’s Digital Media Literacy (DML) 
 
Despite being digital natives, Gen Z is highly susceptible to 
misinformation and struggling to distinguish between real and fake news 
(Kennedy et al., 2022). However, their recognition of the widespread 
nature of fake news (Trninić et al., 2022) lays the groundwork for 
developing digital media literacy and critical thinking skills (Kozyreva et 
al., 2020). Research indicates that the majority of Gen Z are cognizant of 
how easily fake news can spread on social media platforms, which has 
significant consequences for public discourse (Bello, 2024). Also, the 
sharing of fake news involves the use of technology which social media 
with negative consequences (Balakrishnan et al., 2021). By fostering this 
awareness, Gen Z is better equipped to navigate the digital landscape 
making them more discerning consumers of information and ultimately 
contributing to a more informed society capable of resisting manipulation 
through misinformation. 
 
Also, many Gen Z may lack the proficiency needed to effectively identify 
fake news  (Machete & Turpin, 2020). Fake news is often constructed as 
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a national security threat, which can lead to a narrow focus on security 
measures rather than comprehensive solutions (Farkas, 2023). Silvhiany 
et al. (2021) indicates that many Gen Z struggle to apply their knowledge 
effectively, making it difficult to discern credible information from 
misleading content. By acknowledging the dynamics of fake news and its 
implications, Gen Z might better navigate the digital landscape and 
promote practices such as fact-checking and validation before sharing 
information.  
 
Moreover, developing digital media literacy skills among Gen Z is 
dependent on civic education (Anderson et al., 2021). In its bid to 
produce more critical-thinking digital citizens by teaching students how to 
analyse information, evaluate sources and comprehend democratic 
processes, civic education contributes to the same (Carol et al., 2021). 
Gen Z leverages technology and tools to learn about citizenship better. 
Online platforms such as social media and digital storytelling are some 
examples of how civic learning might be made more interesting and 
relatable (Nicoli et al., 2022). Educators also need to teach students the 
ethical use and responsible consumption of these tools in this digital 
media era. It is essential to enhance digital media literacy which includes 
critical thinking and fact-checking skills. Media literacy education is 
crucial for Gen Z, enabling them to identify credible sources and critically 
evaluate information (Notley et al., 2021). Although awareness of fake 
news is common among this generation, identifying when misinformation 
is being shared and countering it can be challenging.  
 
To address these challenges, a multi-faceted approach to enhance 
digital media literacy is essential. Digital literacy is vital for inclusive 
education, ensuring that all students, regardless of their backgrounds, 
can access and utilize digital resources effectively (Mastam, 2024). 
Similarly, Renee and Anne (2023) stated that collaboration between 
academic institutions, policymakers, and media organizations is crucial 
for developing comprehensive media literacy programs tailored to the 
evolving digital age. Additionally, social media platforms must improve 
their content moderation practices and implement measures to combat 
the spread of fake news, fostering a more trustworthy and responsible 
online environment. 
 
Methodology 
 
In this research, a quantitative survey research method was employed. 
This choice significantly impacts how relevant data was collected and the 
research design involves several interrelated considerations (Mohajan, 
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2020). According to Omodan (2024), research design helps researchers 
ensure that the methods used align with the research objectives and 
yield reliable data. Additionally, an analytical survey research approach 
was utilised to determine the appropriate sample size and the number of 
respondents needed for hypothesis testing and addressing the research 
questions.  Hence, an online survey was conducted as the primary data 
collection method allowing respondents to respond to each research 
question and objectives. For the paradigm of this study, the researcher 
planned to adopt a positivist paradigm. The positivist paradigm defines 
the logic of the empirical quantitative method (Grinnel & Unrau, 2010). 
The positivist paradigm, as stated by Park et al (2020) is often used in 
quantitative studies to propose the hypothesis of the study and provide 
proof through data collection and analysis 
 
Study Population 
 
This study examines the Gen Z demographic, defined as true digital 
natives born between 1995 and 2010, who actively consume political 
content on social media. Comprising 26% of Malaysia's population, Gen 
Z has been immersed in digital technology since birth, shaping their 
habits and worldviews (Department of Statistics Malaysia, 2020). 
Moreover, Gen Z in Malaysia includes individuals born between 1995 
and 2010, currently aged 14 to 29. However, this research focused 
specifically on those aged 18 to 27, as this group has experienced 
significant changes in digital communication and internet usage during 
their formative years (Laor & Galily, 2022). 
 
The research population was located in Klang Valley, a large urban 
agglomeration with an estimated population of 7.2 million as of 
September 2023 (Statistics, 2023). This sampling targets residents of 
Klang Valley, including districts such as Shah Alam, Subang Jaya, 
Ampang, Putrajaya, Kajang, Petaling, Cheras, and Kuala Lumpur (Salwa 
Shokri et al., 2024). Respondents living in these areas will meet the 
eligibility requirements for this research Gen Z was selected as the 
sampling frame due to the rise of internet usage in Klang Valley (Jai Jun, 
2023). Supported by Hashim et al. (2023), the youth of Klang Valley can 
be considered trendsetters for internet media use among Gen Z in the 
digital media literacy landscape. Essentially, the Klang Valley is known 
for its strong 5G connectivity, which enables residents to conveniently 
utilize digital media in their daily lives (Khoo et al., 2023). According to 
Salwa Shokri et al. (2024), Kuala Lumpur has 5G coverage at 97.7% 
high speed internet  access which indicates that this area has the 
highest internet use within the region.  
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Sampling Procedure  
 
For this research, a non-probability sampling method was employed, 
where the probability of each unit being chosen is not confirmed or 
known  (Rashid et al., 2021; Mweshi & Sakyi, 2020). Specifically, 
convenience sampling was applied in this study to obtain the desired 
participants (Stratton, 2021). This non-probability sampling method 
allows the researcher to gather data efficiently and cost-effectively from 
a population that may be difficult to access otherwise (Raifman et al., 
2022). Also, the sampling procedure used in the research was the online 
survey targeting Gen Z in the Klang Valley, distributed via social media 
and peer groups, which aligns more closely with non-probability 
sampling methods rather than probability sampling. Additionally, the use 
of social media to send out surveys shows a non-probability sampling 
method, since it rests on the initial participants' networks and reach 
instead of picking people at random from a known population (Dusek et 
al., 2015; Rocheva et al., 2022). 
 
Sample Size 
 
This study, which is quantitative in nature, follows Krejcie and Morgan’s 
(1970) guidelines for sample size determination. According to their table, 
a sample size of 384 is the minimum required to adequately represent a 
population of 1,000,000. In this research, the sample size of n = 391 
exceeds this guideline, ensuring an adequate number of responses. 
However, since the exact population size was unknown, probability 
sampling could not be implemented. Instead, non-probability sampling, 
specifically convenience sampling, was used due to practical constraints 
in accessing a truly random sample. As a result, while the sample size 
meets statistical requirements, the findings cannot be fully generalized to 
the larger population, as the sampling method did not ensure equal 
representation. 
 
Research Instrument  
 
For this research, the research instrument questionnaires were 
conducted in bilingual languages, such as English and Malay, to ease 
the respondents while answering the survey. The research instrument is 
pre-tested using the pilot study. The questionnaires are divided into six 
sections, which are the demographics (Section A), fake news on politics 
(Section B), knowledge on politics (Section C), civic education (Section 
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D), critical evaluation (Section E), and Gen Z’s digital media literacy 
(Section F) of this research study.  
 
The scale employed a 5-point Likert scale from 5-Strongly Agree, 4-
Agree, 3-Neutral, 2-Disagree and 1-Strongly Disagree as stated by 
(Malapane & Ndlovu, 2024). It is designed using the Five-point Likert 
Scale method to accomplish the research goals. The participants were 
instructed to rate their level of agreement or disagreement on a scale of 
1 (strongly disagree) to 5 (strongly agree) in the online survey. Moreover, 
the variable was used to figure out the mean score with IBM Statistical 
Package for the Social Sciences (SPSS) Statistics V29.0. The statistic 
from SPSS that shows how much individuals agree with the statements 
is called a score. In this, respondents may obtain between 1 and 5 points 
based on the situation.  This research, comprised of Section A which are 
the demographics (Section A) that consisted of 6 items fake news on 
politics (Section B), knowledge on politics (Section C), civic education 
(Section D), critical evaluation (Section E), Gen Z’s digital media literacy 
(Section F)  were 6 items in total of this research study. 
 
Data Collection Method 
 
The method of data collection was to utilise questionnaires as they are 
effective in reaching a large number of participants (Karunarathna et al., 
2024). Online surveys are increasingly preferred over traditional methods 
such as face-to-face or phone surveys, particularly when researchers 
need to ask multiple questions to their target sample (Sperber et al., 
2023). In addition, the research was able to collect the n= 391 
respondents from October until November 2024. It accumulated for 2 
months in distributing the survey via social media platforms. According to 
Ha (2022), questionnaires are easy to set up and require minimal time 
commitment from respondents. Additionally, Singh & Sagar (2021) 
stated that online surveys are cost-effective compared to other data 
collection methods.  
 
In this research, a set of questionnaires was distributed to the target 
audience, specifically Gen Z individuals aged 18 to 27, located in the 
Klang Valley area. The questionnaires were designed based on the 
research objectives and included questions relevant to the study's title. 
The data collected was categorised using nominal levels, which allows 
for labeling in different groups without any inherent order among the 
categories.  As mentioned in subtopic 3.6 research instrument, the 
research employed 5-Likert-type scales for responses. The 
questionnaires were distributed through various channels, such as social 
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media platforms such as Instagram as well as online communication 
tools like WhatsApp. To ensure that all questionnaires reach the 
intended audiences, the researcher implemented specific demographic 
filters when distributing via social media to target the desired age of Gen 
Z aged 18-27 and located around Klang Valley.   
 
Data Analysis  
 
The statistical analysis was conducted using SPSS version 29. The 
survey was randomly conducted online through Google Forms and data 
were gathered from  n=391 respondents. The data was extracted via 
tables, summaries, and statistical outputs. All aspects of data science 
were considered, including data aggregation, modeling, interpretation, 
and visualisation through displays. Also, data cleaning was utilised in 
Microsoft Excel after the researcher extracted the data from Google 
Forms. According to Chapman (2005), data cleaning in Microsoft Excel 
is done to find any mistakes, like people who did not answer a question 
or technical issues. Also, contented to Maletic & Marcus (2005), data 
cleaning could help in finding and fixing mistakes in the information.  
 
Moreover, descriptive analysis was used to examine either entire or 
summarised subsets of numerical data particularly for (Section A), fake 
news on politics (Section B), knowledge on politics (Section C), civic 
education (Section D), critical evaluation (Section E), Gen Z’s digital 
media literacy (Section F) of this research study. Next, inferential 
analysis was also conducted to determine the relationship between each 
independent variables and the dependent variable, which helped build 
conclusions about the impact of fake news in politics on Gen Z’s digital 
media literacy. The hypotheses on the independent and dependent 
variables were tested as the final steps in the analysis procedure. The 
questionnaires used in this research study were collected, and 
confidentiality of information was maintained. 
 
Pilot Test 
 
A Pilot test is defined as a small-scale study carried out to test and refine 
procedures before conducting an actual experiment (Akbar et al., 2023). 
The goal of the Pilot Test is to figure out if a research paper is possible, 
how long it would take, how much it will cost, what risks it might have, 
and how well it will do. Moreover, pilot study is used as the pre-test to 
determine the reliability of the research instruments before distributing 
them to the actual respondents (Abdulameer et al., 2020). According to 
Perneger et al. (2015), a default sample size of 30 respondents is 
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recommended in pilot questionnaires. Hence, in this research, 30 
respondents were selected to answer the questionnaires and to check 
the reliability before distributing them to the actual respondents.  
 
Reliability Test  
 
According to Flora, (2020), Cronbach alpha is a measure of reliability 
that is commonly used to quantify the amount of random measurement 
error that exists in a sum score or average that is generated by a multi-
item measurement scale. This type of error occurs when there is a 
correlation between two or more items on a measurement scale. 
According to Owusu et al (2022),  the rule of thumb states that a level of 
dependability between 0.6 and 0.7 is considered acceptable, whereas a 
level of reliability of 0.8 or higher is considered to be extremely good. 
Values that are more than 0.95 are not necessarily considered to be 
positive, however, as they may be an indication of redundancy however 
multiple sources claim a range of alpha values, from 0.70 to 0.95, as 
acceptable (Izah et al., 2023). 
 
Therefore, the results of this analysis are considered acceptable in a 
label of dependability between 0.8 and 0.9. The pilot test for Cronbach 
alpha was done among 30 respondents aged 18-27 who live in Klang 
Valley. The results found that the reliability of the research instruments 
ranged between .828 to .938 of Cronbach’s Alpha value. In addition, 
from this analysis, it concluded that the research instruments have good 
reliability. The reliability results are illustrated in per table below: 
 

Table 1: Summary Cronbach Alpha Value 
 

Questionnaires Section Descriptions Cronbach’ Alpha 
Section B Fake news on politics  .938 
Section C Knowledge on politics  .909 
Section D Civic education  .847 
Section E Critical evaluation skills  .867 
Section F Gen Z’s Digital Media Literacy .828 
 
Normality Test  
 
A normality test is a statistical procedure used to determine whether a 
dataset follows a normal distribution (Khatun, 2021). It is an essential 
step in many statistical analyses, as many parametric tests assume that 
the data is normally distributed. Furthermore, the normality test results 
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for all variables indicate that the skewness and kurtosis of the data for 
fake news on politics, knowledge of politics, civic education, critical 
evaluation skills, and Gen Z’s digital media literacy demonstrate a 
normal distribution. The skewness  and Kurtosis of the data for sections 
B, C, D, E, and F was shown in the table below:  

 
Table 2: Normality Test 

 
Section Skewness Kurtosis 

Statistics Std Error Statistics Std Error 
B:Fake News on 
Politics 

.968 .427 -.758 .833 

C:Knowledge on 
Politics 

.383 .427 -1.342 .833 

D:Civic Education .551 .427 -1.128 .833 
E:Critical 
Evaluation Skills 

-.226 .427 2.792 .833 

F:Digital Media 
Literacy 

-.275 .427 .732 .833 

 
Table 2 demonstrated that all the data sets are normally distributed, as 
indicated by their skewness and kurtosis values falling within the 
acceptable thresholds for normality. The skewness values for all sections 
range between -2 and +2, which suggests that the data's symmetry is 
within the normal range without significant skew toward either tail. 
Similarly, the kurtosis values are between -7 and +7, confirming that the 
data does not exhibit extreme peakedness or flatness. These findings 
suggest that the data for all sections meet the assumptions of normal 
distribution. 
 
Findings and Discussion 
 
The demographic analysis of the respondents revealed that they were 
primarily in the age group of 18 to 27. The average age of the 
respondents was 24.51 years is 2.3%. The researcher found that 
(64.5%) of the respondents were female, while (35.5%) were male. Most 
of the respondents identified as Malay (87.0%), followed by Indian 
(6.1%), with (5.1%) representing other ethnicities and the remaining 
(1.8%) classified as others. In terms of education, at the tertiary level 
(98.0%), while Secondary was (1.8%), and only one responded was at 
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the primary education level (0.3%). The most used social media 
platforms among respondents were TikTok (60.9%), followed by X 
(formerly Twitter) at (21.5%), Instagram at (16.1%), and Facebook at 
(1.5%). Furthermore, most respondents (99.0%) confirmed their 
awareness of fake news, and (1.0%) were not aware of fake news. 
Regarding time spent on social media in day, (59.6%) of respondents 
reported spending more than 3 hours, while (37.1%) indicated a 
moderate usage of 1-2 hours. Additional information regarding the 
demographic characteristics of the participants can be found in Table 
4.1. 
 

Table 3: Results of Respondents Demographic Analysis (n=391) 
 
Demographic Frequency (f)  Percentage (%) 
Age 
 

18-27 24.51   2.3 

Gender Male 
Female 
 

139 
252 

35.5 
64.5 

 Race Malay 
Chinese 
Indian 
Others 
 

340 
20 
24 
7 

          87.0 
5.1 
6.1 
1.8 

Education Level Primary school 
Secondary (SPM) 
Tertiary (Certificate, 
Diploma, Bachelor, 
master’s degree and 
PhD) 

1 
7 
383 

0.3 
1.8 
           98.0 

Social Media 
platforms 

X (Twitter) 
Facebook 
Instagram 
TikTok 
 

84 
6 
63 
238 

         21.5 
           1.5 
         16.1 
         60.9 

Fake News 
Awareness 

Yes 
No 
 

387 
4 

         99.0 
           1.0 

Time spent on 
social media 

Less than 1 hour 
1-2 hour 
More than 3 hours 

13 
145 
233 

           3.3 
         37.1 
         59.6 
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Results of Descriptive Statistics - Mean and Standard Deviation 
 
The Mean of Fake News on Politics 

 
Table 4: Results of Mean and Standard Deviation for Fake News on Politics. 

 
            Descriptive Analysis n Mean  Std. 

Deviation 
B1. I am aware of fake news on politics in 

Malaysia. 
391 4.18 .594 

B2. I am aware of how to spot fake news on 
politics. 

391 3.96 .667 

B3. I know that fake news on politics can spread 
easily. 

391 4.32 .561 

B4. I feel guilty if I do not stop the spread of fake 
news on politics 

391 4.04 .743 

B5. I hesitate to interact with the posts (like, 
comment, share) about fake news on 
politics. 

391 4.12 .735 

B6. I think labelling political posts with false 
information helps to combat fake news on 
politics. 

391 4.07 .758 

 Total 4.11 .434 

*Note:1= Strong Disagree, 2= Disagree, 3= Neutral, 4=Agree, 5= Strongly Agree 
 
Based on Table 4, six items are listed that assess the factor of Fake 
News on Politics, which contributes to Gen Z’s Digital Media Literacy. 
The mean scores reflected the respondents' level of agreement with 
each statement on a Likert scale, where higher values indicate greater 
awareness and concern regarding fake news. The item “I know that fake 
news on politics can spread easily.” recorded the highest mean score of 
4.32 (SD =0.561), suggesting that respondents strongly feel a sense of 
aware that fake news can spread easily. This is closely followed by the 
statement "I am aware of fake news on politics in Malaysia," which had a 
mean score of 4.18 (SD = 0.594), indicating a high level of awareness 
among respondents regarding the presence of fake news in the political 
landscape of Malaysia. Additionally, the item "I hesitate to interact with 
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the posts (like, comment, share) about fake news on politics" received a 
mean score of 4.12 (SD = 0.735), highlighting that respondents are 
cautious about engaging with potentially misleading political content. 
Overall, the mean scores are 4.11 for these items indicated a strong 
awareness and concern among Gen Z regarding fake news in politics, 
which is an important aspect of their digital media literacy. The standard 
deviations suggested that there is relatively low variability in responses, 
indicating a consensus among respondents about their awareness and 
attitudes towards fake news. 
 
The Level of Fake News on Politics 

 
Table 5: Result level of Fake News on Politics (n=391) 

 
 
Table 5 shows that out of 391 respondents, a staggering 83.9% reported 
a high level of awareness regarding fake news in the political landscape; 
meanwhile, only 15.6% acknowledged a moderate level and 0.5% 
indicated a low level of awareness. This level of awareness suggested 
that the overwhelming majority of respondents perceive fake news as a 
serious issue within Malaysian politics which reflects a heightened 
sensitivity to fake news and its potential impacts on public opinion and 
also political discourse. The data highlights the need to address fake 
news as a key aspect of digital media literacy, as emphasised by (Salwa 
Shokri et al., 2024), particularly by especially for  Malaysian Gen Z, who 
are actively navigating an increasingly complex digital media landscape. 
 
 
 
 
 
 
 
 

Level of Fake News on Politics Frequency (f) Percentage (%) 
Low  2   0.5 
Moderate  61 15.6 
High  328 83.9 
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 The Mean and  Standard Deviation for Knowledge on politics 
 

Table 6: Results of Mean and  Standard Deviation for Knowledge on Politics. 
 
           Descriptive Analysis n Mean  Std. 

Deviation 
C1. I think social media platforms are 

effective channels for disseminating 
political views. 

391 4.30 .573 

C2. I know how to distinguish between 
credible and unreliable political 
information on social media. 

391 4.02 .620 

C3. I think social media has increased my 
awareness of current political issues. 

391 4.24 .540 

C4. I think social media has enhanced my 
understanding of political topics. 

391 4.21 .559 

C5. I know how to engage in  political 
discussion on social media platforms. 

391 3.88 .855 

C6. I know which social media platforms to 
trust for accurate political information. 

391 4.00 .783 

Total 4.10 .466 

*Note:1= Strong Disagree, 2= Disagree, 3= Neutral, 4=Agree, 5= Strongly Agree 
 
According to Table 6, six statements are evaluated regarding Knowledge 
on Politics, which contributes to Gen Z’s Digital Media Literacy. The 
mean scores reflect how strongly respondents agree with each 
statement, with higher scores indicating greater confidence and 
knowledge in assessing political information. The statement "I think 
social media platforms are effective channels for disseminating political 
views" achieved the highest mean score of 4.30 (SD = 0.573), 
demonstrating that respondents widely recognise the effectiveness of 
social media in sharing political opinions. Following closely, the 
statement "I think social media has increased my awareness of current 
political issues" received a mean score of 4.24 (SD = 0.540), suggesting 
that respondents believe social media significantly enhances their 
understanding of political matters. Furthermore, the statement "I think 
social media has enhanced my understanding of political topics" 
garnered a mean score of 4.21 (SD = 0.559), indicating that respondents 



The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

70 
 

feel social media is instrumental in improving their grasp of political 
issues. Both "I know how to engage in political discussion on social 
media platforms" and "I know which social media platforms to trust for 
accurate political information" also scored a mean of 4.00 and 3.88 (SD 
= 0.783 and 0.855) reflecting respondents' confidence in their ability to 
participate in political discourse and identify trustworthy sources. 
Therefore, these mean scores highlight a strong belief among Gen Z in 
the role of social media as a vital resource for political engagement and 
information dissemination.  
 
 The Level of Knowledge on Politics 
 

Table 7: Result level of Knowledge on Politics (n=391) 

 
 
The assessment of the level of knowledge on politics, as illustrated in 
Table 4.5, reveals that only 1.0% reported a low level of knowledge 
which indicates that very few individuals feel uninformed. In contrast, the 
majority, 56.0%, identified their knowledge as moderate, suggesting a 
fair degree of awareness but it would increase their digital media literacy. 
Meanwhile, 43.0% of respondents rated their knowledge as high, 
reflecting a substantial portion of the population that feels confident in 
their understanding of political discourse. This distribution highlights a 
significant engagement with political content among  Malaysian Gen Z, 
while also indicating that a considerable number still perceive gaps in 
their political knowledge, emphasising the need for ongoing education 
and resources to enhance their understanding in this area. 
 
 
 
 
 
 
 
 

Level of Knowledge on Politics Frequency (f) Percentage (%) 
Low  4  1.0 
Moderate  219 56.0 
High  168 43.0 
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The Mean and  Standard Deviation for Civic Education 
 

Table 8: Results of Mean and  Standard Deviation for Civic Education 
 

            Descriptive Analysis n Mean  Std. 
Deviation 

D1. I feel social media platforms help me 
understand complex political issues. 

391 4.10 .665 

D2. I think civic education enhances my 
ability to actively participate in a 
democratic society.  

391 4.09 .624 

D3. I feel that discussions on social media 
help me understand civic responsibilities 
such as voting in election. 

391 4.14 .617 

D4. I think engaging in political discussions 
on social media is an important form of 
civic participation. 

391 3.96 .682 

D5. I think social media plays a crucial role in 
shaping young people’s political 
involvement.  

391 4.18 .592 

D6. I find social media a reliable source for 
information on political candidates, 
issues and current events. 

391 4.04 .754 

Total 4.08 .491 

*Note:1= Strong Disagree, 2= Disagree, 3= Neutral, 4=Agree, 5= Strongly Agree 
 
Table 8 presents six statements related to Civic Education, which 
contribute also to Gen Z's Digital Media Literacy. The mean scores 
indicate the level of agreement among respondents, with higher values 
reflecting a stronger belief in the impact of civic education and social 
media on political engagement. The statement "I think social media plays 
a crucial role in shaping young people's political involvement" achieved 
the highest mean score of 4.18 (SD = 0.592), demonstrating a strong 
consensus that social media significantly influences youth political 
participation. This is followed by the statement “I feel that discussions on 
social media help me understand civic responsibilities such as voting in 
election.” which had a mean score of 4.14 (SD = 0.617), suggesting that 
respondents see social media discussions as valuable for grasping civic 
duties. Additionally, "I feel social media platforms help me understand 
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complex political issues," which received a mean score of 4.10 (SD = 
0.665), suggesting that respondents find social media beneficial for 
comprehending intricate political topics. The statement "I think civic 
education enhances my ability to actively participate in a democratic 
society" recorded a mean score of 4.09 (SD = 0.624 ), further supporting 
the notion that civic education is crucial for active democratic 
engagement. Next, the item "I find social media a reliable source for 
information on political candidates, issues, and current events" scored a 
mean of 4.04 (SD = 0.754), indicating that respondents consider social 
media a trustworthy platform for obtaining political information. The 
statement "I think engaging in political discussions on social media is an 
important form of civic participation" received the lowest mean score of 
3.96 (SD = 0.682) but still reflects a strong belief among respondents 
that social media discussions are an important aspect of civic 
participation. Overall, the mean scores reflect a strong belief among Gen 
Z in the significance of civic education and the role of social media in 
promoting political awareness and involvement.  
 
The Level of Civic Education 
 

Table 9: Result level of Civic Education (n=391) 

 
 
Table 9 shows that out of 391 respondents, only 1.3% reported a low 
level of civic education which means that very few feel entirely 
uninformed about their civic duties. Conversely, a significant portion of 
56.3%, categorised their civic education as moderate which indicates 
that while they possess some understanding, there is still potential for 
growth and deeper engagement. Additionally, 42.5% of respondents 
rated their civic education as high, reflecting a robust confidence in their 
knowledge and ability to participate actively in democratic processes or 
political discourse. This distribution indicates the importance of 
enhancing civic education initiatives to further empower young 
individuals especially for educational institutions in ensuring they are 

Level of Civic Education Frequency (f) Percentage (%) 
Low  5   1.3 
Moderate  220 56.3 
High  166 42.5 
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well-equipped to engage meaningfully in political discourse and societal 
responsibilities (Timidi & Okuro, 2024). 
 
 
The Mean and Standard Deviation for Critical Evaluation Skills 
 
Table 10: Results of Mean and  Standard Deviation for  Critical Evaluation Skills 

 
            Descriptive Analysis n Mean  Std. 

Deviation 
E1. I can identify potential biases in online 

political news.  
391 4.03 .650 

E2. I can distinguish between fact and opinion 
in political news. 

391 4.00 .736 

E3. I cross-check political news from multiple 
sources before accepting it as true.  

391 4.02 .751 

E4. I use fact-checking websites such as 
Sebenarnya.my to verify the political 
claims I see online.  

391 3.68 .994 

E5. I can explain to others how to check online 
political news. 

391 3.75 .899 

E6. I have developed strategies to identify and 
combat political misinformation online.  

391 3.77 .870 

Total 3.87 .643 

   

*Note:1= Strong Disagree, 2= Disagree, 3= Neutral, 4=Agree, 5= Strongly Agree 
 
Table 10 outlines six statements that assess Critical Evaluation Skills, 
which are essential components of Gen Z's Digital Media Literacy. The 
mean scores reflect the extent to which respondents agree with each 
statement, with higher scores indicating greater confidence in their 
critical evaluation abilities. The statement "I can identify potential biases 
in online political news" achieved the highest mean score of 4.03 (SD = 
0.650), suggesting that respondents are adept at recognising biases in 
political news articles. Following by the item "I cross-check political news 
from multiple sources before accepting it as true" scored a mean of 4.02 
(SD = 0.751), reflecting respondents' commitment to verifying 
information by consulting various sources. The statement "I can 
distinguish between fact and opinion in political news" received a mean 
score of 4.00 (SD = 0.736), indicating that respondents feel capable of 
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differentiating between factual information and opinions in political 
reporting. Additionally, the statement "I have developed strategies to 
identify and combat political misinformation online" received a mean 
score of 3.77 (SD = 0.870). Meanwhile, the item "I can explain to others 
how to check online political news" recorded a mean score of 3.75 (SD = 
0.899), indicating that respondents possess the skills necessary to teach 
others about critical evaluation techniques. Moreover, the statement "I 
use fact-checking websites such as Sebenarnya.my to verify the political 
claims I see online" received mean scores of 3.68 (SD = 0.994). These 
results demonstrate that respondents utilise fact-checking resources and 
have cultivated strategies to address political misinformation 
encountered online. In summary, the mean scores illustrate that Gen Z 
exhibits strong critical evaluation skills when assessing online political 
information. 
 
The Level of Critical Evaluation Skills 
 

Table 11: Result level of critical evaluation skills (n=391) 

 
 
Overall in Table 11 shows that 5.1% reported a low level of critical 
evaluation skills, indicating that a small fraction feels ill-equipped to 
assess online political news effectively. In contrast, a significant majority, 
62.4%, classified their skills as moderate, suggesting that while they 
possess some critical evaluation capabilities in evaluating news. 
Additionally, 32.5% of respondents rated their skills as high, reflecting a 
notable portion that feels confident in their ability to critically engage with 
political content. This highlights the necessity for enhanced educational 
efforts aimed at developing critical thinking and evaluation skills for 
Malaysian Gen Z in ensuring they are better prepared to navigate the 
complexities of misinformation in the digital media literacy landscape. 
 
 
 
 
 

Level of Critical Evaluation Skills Frequency (f) Percentage (%) 
Low  20   5.1 
Moderate  244 62.4 
High  127 32.5 
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The Mean and Standard Deviation for Gen Z’s Digital Media Literacy 
 
Table 12: Results of Mean and  Standard Deviation for  Gen Z’s Digital Media 
Literacy 
 
            Descriptive Analysis n Mean  Std. 

Deviation 
F1. I can easily identify fake news about 

political topics when I encounter it on 
social media. 

391 4.03 .701 

F2. I understand how political misinformation 
spreads on social media platforms. 

391 4.12 .599 

F3. I feel confident in my ability to navigate 
and evaluate political information on social 
media. 

391 3.96 .676 

F4. I check the credibility of sources when 
reading political news online.  

391 4.05 .654 

F5. I carefully protect my privacy and personal 
information on social media. 

391 4.29 .577 

F6. I can identify sponsored political content 
on social media.  

391 4.01 .692 

Total 4.07 .471 

*Note:1= Strong Disagree, 2= Disagree, 3= Neutral, 4=Agree, 5= Strongly Agree 
 
Table 12 presents six statements that assess Gen Z's Digital Media 
Literacy. The mean scores reflect the respondents' level of agreement 
with each statement, with higher scores indicating greater confidence in 
their digital media skills. The statement "I carefully protect my privacy 
and personal information on social media" achieved a mean highest 
score of 4.29 (SD = 0.577), indicating that respondents prioritise 
safeguarding their personal data online. Following by the item "I 
understand how political misinformation spreads on social media 
platforms" received a mean score of 4.12 (SD = 0.599), which indicates 
an understanding of how misinformation circulates on social media. 
Next, the statement “I check the credibility of sources when reading 
political news online.” received a mean score of 4.05 (SD = 0.654) and 
closely followed by the item "I can easily identify fake news about 
political topics when I encounter it on social media" received a mean 
score of 4.03 (SD = 0.701), suggesting that respondents feel adept at 
recognising political misinformation on social media platforms. The 
statement "I can identify sponsored political content on social media" 
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received a mean score of 4.01 (SD = 0.692), yet it still reflects a high 
level of awareness regarding paid political messaging. Lastly, the 
statement "I feel confident in my ability to navigate and evaluate political 
information on social media" the lowest mean score of 3.96 (SD = 
0.676), indicating that respondents generally feel capable of critically 
assessing political content.  
 
The Level of Gen Z’s Digital Media Literacy 
 

Table 13: Result level of  Gen Z’s digital media literacy (n=391) 

 
 
Table 13 demonstrates a strong proficiency among respondents in 
navigating and assessing political information online. A 79.0% of 
respondents reported a high level of digital media literacy, indicating that 
the vast majority feel confident in their ability to effectively identify and 
evaluate political content. In contrast, 20.2% categorised their skills as 
moderate, suggesting that while they possess some understanding, 
there is still potential for enhancement in their digital media capabilities. 
Only 0.8% of respondents indicated a low level of digital media literacy, 
highlighting that very few individuals feel entirely unprepared to engage 
with political information on social media. This distribution underscores 
the effectiveness of educational initiatives aimed at fostering digital 
media literacy in Malaysia.  
 
Discussion 
 
To determine the relationship between fake news on politics and Gen Z’s 
digital media literacy.     
 
Exposure to Political Fake News- Frequency and sources (social media 
platforms). 
 
The findings reveal that fake news has a significant relationship with  
Gen Z's digital media literacy. As mentioned in Chapter 2 in subtopic 2.2, 

Level of  Gen Z’s Digital Media Literacy Frequency (f) Percentage 
(%) 

Low  3  0.8 
Moderate  79 20.2 
High  309 79.0 
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researchers indicate a varied relationship between Gen Z's exposure to 
fake news and the evolution of their digital literacy (Park & Kim, 2024; 
Pérez-Escoda et al., 2021). According to Galeotti (2020), fake news also 
influences political attitudes and voting choices due to its easy spread on 
social media platforms. Consistent with this, most respondents 
acknowledged that fake news might spread rapidly, as supported by 
Tsfati et al. (2020), who claimed that fake news severely affects public 
discourse and political trust.  
 
Social media remains the dominant source of political fake news 
exposure among Gen Z. Platforms such as X, Instagram, TikTok, and 
Facebook allow rapid dissemination of political content, making it both a 
space for civic engagement and a breeding ground of fake news.  
 
Digital Media Literacy Levels- Ability to fact-check and verify sources. 
Moreover, the majority of respondents were aware of the prevalence of 
fake news on social media. As Kozyreva et al. (2020) argue, recognising 
the widespread nature of fake news is an important component of digital 
media literacy, especially when paired with the ability to think critically 
(Trninić et al., 2022). This awareness enables Gen Z to be more 
discerning and sceptical when engaging with political content online. 
Supported by Hassoun et al. (2023), such scepticism encourages fat-
checking and information validation before sharing, developing 
responsible online behavior and reducing the circulation of fake news.  
 
The analysis also shows that Gen Z tends to hesitate when posting 
about fake news in politics. This cautious approach reflects a critical 
attitude and resistance to spreading false information, which is a positive 
outcome of their digital media literacy (Shutaleva et al., 2021). The high 
mean score on "I know that fake news on politics can spread easily" 
indicates that the respondents are aware of this fact. It also highlighted 
that Gen Z is developing a more critical awareness of fake news.  
 
 
Relationship Between Exposure and Literacy- Positive/negative 
correlation. 
 
As shown in finding, 83.9% of respondents expressed high concern 
about political fake news. This suggests that frequent exposure does not 
necessarily lead to fake news acceptance; rather, it may heighten Gen 
Z’s awareness and critical stance towards political content. These results 
align with Hassoun et al (2023), who note that while Gen Z often relies 
on social media for political information, their exposure encourages 
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caution and improved discernment. Armeen et al. (2024) further explain 
that implementing fact-checking skills, which involve forming specific 
plans to verify content before sharing, significantly improves online 
verification behaviour.  
 
Thus, the relationship between fake news exposure and digital media 
literacy among Gen Z appears positively correlated, where higher 
exposure enhances awareness and strengthens literacy skills when 
supported by critical reflection.  
 
Interpretation - How fake news shapes Gen Z’s political understanding. 
Eventually, exposure to fake news serves as both a challenge and a 
learning opportunity for Gen Z. It pushes Gen Z to question, verify, and 
interpret political content more carefully, in order to strengthen their 
digital media literacy. The findings suggest that Gen Z’s increasing 
awareness of fake news has encouraged a more analytical approach to 
online information, which helps build an informed and resilient digital 
generation.  
 
To examine the relationship between knowledge on politics and digital 
media literacy among Gen Z. 
 
The study highlights a strong relationship between Gen Z’s political 
awareness and their digital media literacy. Social media platforms are 
viewed as powerful tools for expressing political views and accessing 
political news (Omotayo & Folorunso, 2020). The item "I think social 
media platforms are effective channels for disseminating political views" 
achieved the highest mean score of 4.30 (SD = 0.573), as mentioned in 
Table 4.4, which indicates that Gen Z views social media as a powerful 
tool for political communication.  
 
However, as Khan et al. (2021) and Dennis et al. (2023) caution, the 
credibility of information on social media remains inconsistent. Hence, 
political knowledge enhances Gen Z’s ability to critically evaluate and 
filter fake news, which strengthens their digital media literacy. Tan (2024) 
further supports that political knowledge increases political efficacy, 
which translates into more active and informed participation.  
 
To sustain this, continuous education on political literacy and fact-
checking is important. Awareness campaigns that combine more civic 
education with digital literacy training can improve Gen Z’s ability to 
recognise and resist the  political fake news. 
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To ascertain how civic education affects Gen Z’s digital media literacy. 
 
The findings indicate that social media significantly shapes Gen Z’s civic 
engagement and political awareness. Respondents agreed that social 
media enhances participation and access to political information (Robin 
et al., 2022). This aligns with the idea that social media can serve as an 
informal platform for civic education, promoting responsibility and 
political awareness among youth.  
 
Given the fight against fake news, the interaction between civic 
education and digital media literacy is especially crucial. As Gen Z 
becomes more informed about political concerns and civic obligations, 
they are better able to spot false information. As suggested by Guess et 
al. (2020), improved digital media literacy helps them scrutinise the 
material they encounter on social media, thereby reducing their 
susceptibility to fake news. These results generally imply that social 
media is an excellent instrument for Gen Z's civic education and 
participation.  
 
In summary, the findings highlight the significant role of civic education 
enabled by social media in enhancing Gen Z's digital media literacy. As 
mentioned by Sah Allam et al (2021), showed that higher levels of digital 
civic literacy among Malaysian youth significantly enhance their ability to 
identify fake news and evaluate its credibility. This is particularly relevant 
in the fight against fake news, as civic education helps Gen Z critically 
evaluate online content and make wise political decisions. 
 
To determine the relationship between critical evaluation skills for 
political news and Gen Z’s digital media literacy.  
 
The data presented emphasises the crucial role that critical evaluation 
skills play in improving digital media literacy among Gen Z. The elevated 
average scores suggest that most Gen Z participants were attentive to 
confirming political news by examining various sources. This findings 
align with Mehmet and Murat Sağlam’s (2023) research who indicated 
that individuals with strong critical thinking skills are less vulnerable to 
fake news. Similarly, Gaozhao (2021) asserts that critical evaluation 
enhances one’s ability to determine information credibility.  
 
In summary, these results underline that digital media literacy is not 
solely about awareness but also involves active evaluation that involves 
questioning sources, comparing opinions, and identifying bias. As 
Susilawati et al. (2021) and Imjai et al. (2024) suggest, ongoing 



The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

80 
 

initiatives to nurture critical evaluation skills among Gen Z are vital for 
fostering an informed and discerning digital society capable of resisting 
fake news and promoting civic engagement. 
 
Conclusion 
 
The analysis reveals that fake news on politics significantly impacts 
Malaysian Gen Z's digital media literacy. It shapes their political attitudes 
and voting choices due to its rapid spread across social media platforms 
(Mulyadi et al., 2024). Most respondents are aware of the prevalence of 
fake news online and recognise it as a widespread problem. As 
mentioned by Anthonysamy and Sivakumar (2024), this awareness is 
important for developing digital media literacy and strengthening critical 
thinking skills.  
 
Malaysia Gen Z demonstrates a moderate to high level of political 
knowledge, which is a key component of digital media literacy. They are 
able to cross-check political news from multiple sources (Andari et al., 
2022), identify potential biases (Anderson et al., 2021), and distinguish 
between facts and opinion (Sharma et al., 2023). This finding suggests 
that Gen Z possess the fundamental skills required to navigate a digital 
environment increasing dominated by fake news.  
 
Civic education that is enabled by social media plays a significant role in 
improving Gen Z's digital media literacy. Social media provides a 
platform for young people to access political news and issues, enhancing 
their awareness and engagement. High mean scores indicate that social 
media effectively raises political awareness and involvement in 
Malaysian Gen Z. However, it is essential to acknowledge that while 
social media  serves as a platform for democratic engagement, it also 
carries the risk of reinforcing echo chambers and political polarisation. 
Therefore, it is imperative to guide  Malaysian Gen Z in using these 
platforms responsibly and critically within this context landscape.  
 
Furthermore, there is a positive relationship between Gen Z's digital 
media literacy and their critical evaluation skills for political news. As 
their ability to critically assess information improves, they become better 
equipped to identify and challenge false information. This relationship is 
crucial in combating misinformation and promoting well-informed civic 
engagement. To support Gen Z's development as educated and 
engaged citizens, ongoing education and awareness campaigns should 
focus on improving critical thinking abilities, teaching fact-checking 
methods, and fostering a sceptical attitude towards fake news. With this 
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proactive approach, Gen Z will interact more critically with political 
information, contributing to a more enlightened and robust democratic 
society. 
 
In conclusion, the findings highlight the significant impact of fake news 
on Gen Z's digital media literacy, whereby the importance of political 
knowledge and civic education, and the positive relationship between 
critical evaluation skills and digital literacy. Enhancing these skills 
through targeted initiatives is essential for empowering Malaysian Gen Z 
to navigate the complexities of the digital media literacy landscape and 
engage in political discourse responsibly. 
 
The implications of this research extend across several domains. Based 
on these findings, educators, policymakers, and social media platforms 
must work collaboratively in implementing strategies to combat the 
spread of fake news among Malaysia’s Gen Z (Hashim, 2024).  
 
From an educational standpoint, the findings suggest the need to 
integrate comprehensive media literacy programs into school and 
university curricula. For instance, programs should focus on equipping 
students with the necessary skills to detect fake news, verify online 
content, and engage critically with political information. For policymakers, 
the study indicates the importance of developing national strategies and 
frameworks to combat the spread of political fake news. Collaborative 
efforts between government agencies, educators, and technology 
companies can help to promote responsible digital citizenship and create 
a more informed public. For social media platforms, the findings highlight 
the urgent need to strengthen the verification system, enhance 
algorithmic transparency, and provide users with accessibility to fact-
checking tools. These efforts can collectively enhance a more 
transparent online ecosystem and help reduce the circulation of fake 
news.  
 
Overall, this study reaffirms the critical role of digital media literacy in 
shaping Gen Z’s political understanding and participation. By nurturing 
Gen Z’s analytical, civic, and evaluation capacities, Malaysia can 
develop a generation that not only consumes information wisely but also 
contributes meaningfully to the nation’s democratic development. 
 
 
 
 
 



The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

82 
 

Acknowledge  
 
First and foremost, I would like to express my sincere gratitude to all the 
lecturers of the Faculty of Communication and Media Studies, UiTM 
Shah Alam for their continued support and guidance in the completion of 
this manuscript. Secondly, special thanks are also extended to my 
lecturers, especially Dr. Hamizah Shahharon, my supervisor, whose 
mentorship, encouragement, and invaluable insights have greatly 
shaped my Master’s journey in FKPM. I would also like to thank my 
colleagues, peers and the editors of Forum Komunikasi for their valuable 
insights and feedback on refining this manuscript. 
 
 
References 

Abdul Hamid, A. S., Ahmad Anuar, A. Z., Megat Ibrahim, N. Z., & 
Roslan, A. I. (2023). Cultural Influences on Interpersonal 
Communication. In Proceedings of the 8th International Conference 
on Communication and Media 2022 , 769, 197. 

 
Abdulameer, S. S., Yaacob, N. A., & Ibrahim, Y. M. (2020). Measuring 

Leagile Supply Chain, Information Sharing, and Supply Chain 
Performance: Pre-Test and Pilot Test. International Journal of 
Technology, 11(4). https://doi.org/10.14716/ijtech.v11i4.3496 

 
Abdullah, N. A. (2023a). Social Media And Election Campaign 

[International Islamic University Malaysia).]. 
https://www.researchgate.net/profile/Nurul-Abdullah-
34/publication/373018838_Social_Media_and_Election_Campaign_
Tiktok_As_2022_Malaysian_General_Election_Battleground/links/6
4d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-
Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf 

 
Abdullah, N. A. (2023b). Social media and election campaign: TikTok as 

2022 Malaysian General election battelground. 
https://www.researchgate.net/profile/Nurul-Abdullah-
34/publication/373018838_Social_Media_and_Election_Campaign_
Tiktok_As_2022_Malaysian_General_Election_Battleground/links/6
4d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-
Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf 

 
 
 
 

https://doi.org/10.14716/ijtech.v11i4.3496
https://www.researchgate.net/profile/Nurul-Abdullah-34/publication/373018838_Social_Media_and_Election_Campaign_Tiktok_As_2022_Malaysian_General_Election_Battleground/links/64d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf
https://www.researchgate.net/profile/Nurul-Abdullah-34/publication/373018838_Social_Media_and_Election_Campaign_Tiktok_As_2022_Malaysian_General_Election_Battleground/links/64d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf
https://www.researchgate.net/profile/Nurul-Abdullah-34/publication/373018838_Social_Media_and_Election_Campaign_Tiktok_As_2022_Malaysian_General_Election_Battleground/links/64d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf
https://www.researchgate.net/profile/Nurul-Abdullah-34/publication/373018838_Social_Media_and_Election_Campaign_Tiktok_As_2022_Malaysian_General_Election_Battleground/links/64d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf
https://www.researchgate.net/profile/Nurul-Abdullah-34/publication/373018838_Social_Media_and_Election_Campaign_Tiktok_As_2022_Malaysian_General_Election_Battleground/links/64d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf
https://www.researchgate.net/profile/Nurul-Abdullah-34/publication/373018838_Social_Media_and_Election_Campaign_Tiktok_As_2022_Malaysian_General_Election_Battleground/links/64d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf
https://www.researchgate.net/profile/Nurul-Abdullah-34/publication/373018838_Social_Media_and_Election_Campaign_Tiktok_As_2022_Malaysian_General_Election_Battleground/links/64d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf
https://www.researchgate.net/profile/Nurul-Abdullah-34/publication/373018838_Social_Media_and_Election_Campaign_Tiktok_As_2022_Malaysian_General_Election_Battleground/links/64d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf
https://www.researchgate.net/profile/Nurul-Abdullah-34/publication/373018838_Social_Media_and_Election_Campaign_Tiktok_As_2022_Malaysian_General_Election_Battleground/links/64d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf
https://www.researchgate.net/profile/Nurul-Abdullah-34/publication/373018838_Social_Media_and_Election_Campaign_Tiktok_As_2022_Malaysian_General_Election_Battleground/links/64d48963d3e680065aaa27e2/Social-Media-and-Election-Campaign-Tiktok-As-2022-Malaysian-General-Election-Battleground.pdf


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

83 
 

Abdullah, N. H., Hassan, I., Ahmad, M. F. bin, Hassan, N. A., & Ismail, 
M. M. (2021). Social Media, Youths and Political Participation in 
Malaysia: A Review of Literature. International Journal of Academic 
Research in Business and Social Sciences, 11(4). 
https://doi.org/10.6007/ijarbss/v11-i4/9578 

 
Ahmad Tajuddin, S. N. A., Bahari, K. A., Mohamed Al Majdhoub, F., 

Maliki, N. K., & Balraj Baboo, S. (2024). Developing and measuring 
an assessment instrument for media literacy among digital natives 
using Digital Intelligence (DQ) framework. Journal of Media Literacy 
Education, 16(2), 29–45. https://doi.org/10.23860/JMLE-2024-16-2-
3 

 
Akbar, Z., Khan, R. A., Khan, H. F., & Yasmeen, R. (2023). Development 

and validation of an instrument to measure the Micro-Learning 
Environment of Students (MLEM). BMC Medical Education, 23(1). 
https://doi.org/10.1186/s12909-023-04381-3 

 
Alavi, S., Iyer, P., & Bright, L. F. (2024). Advertisement avoidance and 

algorithmic media: The role of social media fatigue, algorithmic 
literacy and privacy concerns. Journal of Digital & Social Media 
Marketing, 12(3), 276. https://doi.org/10.69554/KWTX2523 

 
Alfred, J. J. R., & Wong, S. P.. (2022). The Relationship between the 

Perception of Social Media Credibility and Political Engagement in 
Social Media among Generation Z. Journal of Communication, 
Language and Culture, 2(2), 18–33. 
https://doi.org/10.33093/jclc.2022.2.2.2 

 
Alscher, P., Ludewig, U., & McElvany, N. (2022). Civic Education, 

Teaching Quality and Students’ Willingness to Participate in Political 
and Civic Life: Political Interest and Knowledge as Mediators. 
Journal of Youth and Adolescence, 51(10), 1886–1900. 
https://doi.org/10.1007/s10964-022-01639-9 

 
Amanda, N., Veronica, E., Verensia Liandi, V., Rezky Simanjuntak, R., 

Program Sarjana, H., & Hukum Universitas Pembangunan 
Nasional, F. (2024). Pentingnya Mewujudkan Pertahanan dan 
Keamanan Bagi Generasi Z di Era Media Sosial. JIHAD : Jurnal 
Ilmu Hukum Dan Administrasi, 6(2), 2746–3842. 
https://doi.org/10.58258/jihad.v3i1.5614 

 
 
 

https://doi.org/10.6007/ijarbss/v11-i4/9578
https://doi.org/10.23860/JMLE-2024-16-2-3
https://doi.org/10.23860/JMLE-2024-16-2-3
https://doi.org/10.1186/s12909-023-04381-3
https://doi.org/10.69554/KWTX2523
https://doi.org/10.33093/jclc.2022.2.2.2
https://doi.org/10.1007/s10964-022-01639-9
https://doi.org/10.58258/jihad.v3i1.5614


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

84 
 

Andari, K. A., Dian, A. S., & Yosephine, C. C. (2022). Fake News 
Consumption among Indonesia Generation Z on Twitter During 
COVID-19 Pandemic. 
http://www.jatit.org/volumes/Vol100No16/18Vol100No16.pdf 

 
Anderson, K., Ohme, J., Bjanor, C., Joe Bordacconi, M., Albaek, E., & 

Vreek de, claes. (2021). Generational Gaps in Political media use 
and civic engagemet. 
https://library.oapen.org/handle/20.500.12657/42390 

 
Anthonysamy, L., & Sivakumar, P. (2024a). A new digital literacy 

framework to mitigate misinformation in social media infodemic. 
Global Knowledge, Memory and Communication, 73(6/7), 809–827. 
https://doi.org/10.1108/GKMC-06-2022-0142 

 
Anthonysamy, L., & Sivakumar, P. (2024b). A new digital literacy 

framework to mitigate misinformation in social media infodemic. 
Global Knowledge, Memory and Communication, 73(6/7), 809–827. 
https://doi.org/10.1108/GKMC-06-2022-0142 

 
Apuke, O. D., Omar, B., & Asude Tunca, E. (2023). Literacy Concepts as 

an Intervention Strategy for Improving Fake News Knowledge, 
Detection Skills, and Curtailing the Tendency to Share Fake News 
in Nigeria. Child & Youth Services, 44(1), 88–103. 
https://doi.org/10.1080/0145935X.2021.2024758 

 
Armeen, I., Niswanger, R., & Tian, C. (2024). Combating Fake News 

Using Implementation Intentions. Information Systems Frontiers. 
https://doi.org/10.1007/s10796-024-10502-0 

 
Ayub, Z. A., & Yusoff, Z. M. (2021). An Overview of Online Civil Society 

& Anti- Fake News Law from Legal and Islamic Perspectives. 
https://doi.org/10.17605/OSF.IO/7QBMH 

 
Bag, S., Srivastava, G., Bashir, M. M. Al, Kumari, S., Giannakis, M., & 

Chowdhury, A. H. (2022). Journey of customers in this digital era: 
Understanding the role of artificial intelligence technologies in user 
engagement and conversion. Benchmarking, 29(7), 2074–2098. 
https://doi.org/10.1108/BIJ-07-2021-0415 

 
Balakrishnan, V., Ng, K. S., & Rahim, H. A. (2021). To share or not to 

share – The underlying motives of sharing fake news amidst the 
COVID-19 pandemic in Malaysia. Technology in Society, 66, 
101676. https://doi.org/10.1016/j.techsoc.2021.101676 

http://www.jatit.org/volumes/Vol100No16/18Vol100No16.pdf
https://library.oapen.org/handle/20.500.12657/42390
https://doi.org/10.1108/GKMC-06-2022-0142
https://doi.org/10.1108/GKMC-06-2022-0142
https://doi.org/10.1080/0145935X.2021.2024758
https://doi.org/10.1007/s10796-024-10502-0
https://doi.org/10.17605/OSF.IO/7QBMH
https://doi.org/10.1108/BIJ-07-2021-0415
https://doi.org/10.1016/j.techsoc.2021.101676


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

85 
 

 
Beattie, A., Kerr, J., & Arnold, R. (2024). Selective and consistent news 

avoidance in Aotearoa New Zealand: motivations and demographic 
influences. Kōtuitui: New Zealand Journal of Social Sciences 
Online, 1–20. https://doi.org/10.1080/1177083X.2024.2409663 

 
Bello, M. (2024). Impact of Social Networks on Access to News among 

the French Generation Z Population. 
 
Biswas, T. (2021). Letting Teach: Gen Z as Socio-Political Educators in 

an Overheated World. Frontiers in Political Science, 3. 
https://doi.org/10.3389/fpos.2021.641609 

 
Blocksidge, K., & Primeau, H. (2023). Adapting and evolving: Generation 

Z’s information beliefs. The Journal of Academic Librarianship, 
49(3), 102686. https://doi.org/10.1016/J.ACALIB.2023.102686 

 
Bradshaw, S., Howard, P. N., Kollanyi, B., & Neudert, L.-M. (2020). 

Sourcing and Automation of Political News and Information over 
Social Media in the United States, 2016-2018. Political 
Communication, 37(2), 173–193. 
https://doi.org/10.1080/10584609.2019.1663322 

 
Calvillo, D. P., Garcia, R. J. B., Bertrand, K., & Mayers, T. A. (2021). 

Personality factors and self-reported political news consumption 
predict susceptibility to political fake news. Personality and 
Individual Differences, 174, 110666. 
https://doi.org/10.1016/J.PAID.2021.110666 

 
Carol, D. L., Gregory, W., & Dian Dong. (2021). Rethinking digital 

citizenship: Learning about media, literacy, and race in turbulent 
times. Educating for Civic Reasoning and Discourse. 
https://doi.org/10.31094/2021/2 

 
Ceron, W., de-Lima-Santos, M.-F., & Quiles, M. G. (2020). Fake news 

agenda in the era of COVID-19: Identifying trends through fact-
checking content. https://doi.org/10.1016/j.osnem.2020.100116 

 
Chan, M., Chen, H. T., & Lee, F. L. F. (2021). Cross-Cutting Discussion 

on Social Media and Online Political Participation: A Cross-National 
Examination of Information Seeking and Social Accountability 
Explanations. Social Media and Society, 7(3). 
https://doi.org/10.1177/20563051211035697 

 

https://doi.org/10.1080/1177083X.2024.2409663
https://doi.org/10.3389/fpos.2021.641609
https://doi.org/10.1016/J.ACALIB.2023.102686
https://doi.org/10.1080/10584609.2019.1663322
https://doi.org/10.1016/J.PAID.2021.110666
https://doi.org/10.31094/2021/2
https://doi.org/10.1016/j.osnem.2020.100116
https://doi.org/10.1177/20563051211035697


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

86 
 

Chapman, A. D. (2005). Principles and Methods of Data Cleaning. 
Global Biodiversity Information Facility. 

 
Choi, M., & Cristol, D. (2021). Digital citizenship with intersectionality 

lens: Towards participatory democracy driven digital citizenship 
education. Theory Into Practice, 60(4), 361–370. 
https://doi.org/10.1080/00405841.2021.1987094 

 
Çömlekçi, M. F. (2022). Why Do Fact-Checking Organizations Go 

Beyond Fact-Checking? A Leap Toward Media and Information 
Literacy Educationtion. In International Journal of Communication 
(Vol. 16). http://ijoc.org. 

 
Dabbous, A., Aoun Barakat, K., & Quero Navarro, B. de. (2021). Fake 

News detection and social media trust: a cross- cultural perpective. 
Behavior & Information Technology, 2953–2972. 
https://www.tandfonline.com/doi/abs/10.1080/0144929X.2021.1963
475 

 
Dame Adjin-Tettey, T. (2022). Combating fake news, disinformation, and 

misinformation: Experimental evidence for media literacy education. 
Cogent Arts & Humanities, 9(1). 
https://doi.org/10.1080/23311983.2022.2037229 

 
Dash, G., Kiefer, K., & Paul, J. (2021). Marketing-to-Millennials: 

Marketing 4.0, customer satisfaction and purchase intention. 
Journal of Business Research, 122, 608–620. 
https://doi.org/10.1016/j.jbusres.2020.10.016 

 
Daud, M., & Abd Ghani Azmi, I. M. (2021). Digital Disinformation and the 

Need for Internet Co-regulation in Malaysia. Pertanika Journal of 
Social Sciences and Humanities, 29(S2). 
https://doi.org/10.47836/pjssh.29.s2.12 

 
David, C. C., San Pascual, Ma. R. S., & Torres, Ma. E. S. (2019). 

Reliance on Facebook for news and its influence on political 
engagement. PLOS ONE, 14(3), e0212263. 
https://doi.org/10.1371/journal.pone.0212263 

 
Deckman, M. (2024). The Politics of Gen Z. In Methodological Appendix 

(pp. 185–254). Columbia University Press. 
https://doi.org/10.7312/deck21388-011 

 
 

https://doi.org/10.1080/00405841.2021.1987094
http://ijoc.org/
https://www.tandfonline.com/doi/abs/10.1080/0144929X.2021.1963475
https://www.tandfonline.com/doi/abs/10.1080/0144929X.2021.1963475
https://doi.org/10.1080/23311983.2022.2037229
https://doi.org/10.1016/j.jbusres.2020.10.016
https://doi.org/10.47836/pjssh.29.s2.12
https://doi.org/10.1371/journal.pone.0212263
https://doi.org/10.7312/deck21388-011


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

87 
 

Dennis, A. R., Galletta, D. F., & Webster, J. (2023). Fake News on the 
Internet. Routledge. https://doi.org/10.4324/9781003433934 

 
Dewi, N. P. S., & Elfiandri, E. (2024). Overcoming Disinformation and 

Hoaxes in Political Communication: Promoting Media and Fact 
Literacy. Journal International Dakwah and Communication, 4(1), 
186–198. https://doi.org/10.55849/jidc.v4i1.663 

 
Diepeveen, S., & Pinet, M. (2022). User perspectives on digital literacy 

as a response to misinformation. Development Policy Review, 
40(S2). https://doi.org/10.1111/dpr.12671 

 
Doimer, N., Fox, C., & Dorn, J. (2022). Motivating Generation Z: A Study 

of the Unique Learning Styles of a Generation. 
 
Dusek, G., Yurova, Y., & P. Ruppel, C. (2015). Using Social Media and 

Targeted Snowball Sampling to Survey a Hard-to-reach Population: 
A Case Study. International Journal of Doctoral Studies, 10, 279–
299. https://doi.org/10.28945/2296 

 
Eady, G., Bonneau, R., Tucker, J. A., & Nagler, J. (2024). News Sharing 

on Social Media: Mapping the Ideology of News Media, Politicians, 
and the Mass Public. Political Analysis, 1–18. 
https://doi.org/10.1017/pan.2024.19 

 
Echeverría, M., García Santamaría, S., & Hallin, D. C. (2024). State-

Sponsored Disinformation Around the Globe. Routledge. 
https://doi.org/10.4324/9781032632940 

 
Emeraldien, F., Youssef Harb, Tiara Nauralita, Cindy Melania Fitriani, & 

Alfina Nurhayati. (2024). Generation Z’s Trust in Mainstream Media 
and Social Media in Indonesia and Lebanon. Jurnal Komunikasi 
Islam, 14(1), 173–193. https://doi.org/10.15642/jki.2024.14.1.173-
193 

 
Ezhova, V. (2020). News Club. Empowering Young Audience to Battle 

Online Disinformation. 
https://www.politesi.polimi.it/handle/10589/176234 

Farkas, J. (2023). News on fake news. Journal of Language and Politics, 
22(1), 1–21. https://doi.org/10.1075/jlp.22020.far 

 
 
 
 

https://doi.org/10.4324/9781003433934
https://doi.org/10.55849/jidc.v4i1.663
https://doi.org/10.1111/dpr.12671
https://doi.org/10.28945/2296
https://doi.org/10.1017/pan.2024.19
https://doi.org/10.4324/9781032632940
https://doi.org/10.15642/jki.2024.14.1.173-193
https://doi.org/10.15642/jki.2024.14.1.173-193
https://doi.org/10.1075/jlp.22020.far


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

88 
 

Flora, D. B. (2020). Your Coefficient Alpha Is Probably Wrong, but Which 
Coefficient Omega Is Right? A Tutorial on Using R to Obtain Better 
Reliability Estimates. Advances in Methods and Practices in 
Psychological Science, 3(4), 484–501. 
https://doi.org/10.1177/2515245920951747 

 
François, C. (2019). Actors, Behaviors, Content: A Disinformation ABC 

Highlighting Three Vectors of Viral Deception to Guide Industry & 
Regulatory Responses. www.annenbergpublicpolicycenter.org/twg 

 
Freiling, I., Krause, N. M., Scheufele, D. A., & Brossard, D. (2021). 

Believing and sharing misinformation, fact-checks, and accurate 
information on social media: The role of anxiety during COVID-19. 
New Media and Society. 
https://doi.org/10.1177/14614448211011451 

 
Gagrčin, E. (2024). ‘Who, if not me?’ How political self-categorizations 

shape the meaning of political self-expression on social media as a 
citizenship norm. Information, Communication & Society, 27(1), 
109–125. https://doi.org/10.1080/1369118X.2023.2174792 

 
Gaillard, S., Oláh, Z. A., Venmans, S., & Burke, M. (2021). Countering 

the Cognitive, Linguistic, and Psychological Underpinnings Behind 
Susceptibility to Fake News: A Review of Current Literature With 
Special Focus on the Role of Age and Digital Literacy. Frontiers in 
Communication, 6. https://doi.org/10.3389/fcomm.2021.661801 

 
Galeotti, E. (2020). Political Disinformation and Voting Behavior: Fake 

News and Motivated Reasoning. 
https://iris.uniupo.it/bitstream/11579/128752/1/Politeia_142_Galeotti
.pdf 

 
Gaozhao, D. (2021). Flagging fake news on social media: An 

experimental study of media consumers’ identification of fake news. 
Government Information Quarterly, 38(3), 101591. 
https://doi.org/10.1016/J.GIQ.2021.101591 

 
Gil, O., Freitas, C., Jo�ã, N. A., Pascoinho, o, Paulo, E., Martins, R., 

Gonçalves, S., Cavalcanti, J., & Macedo, T. (2025). Credible and 
non-credible sources of information: students’ perception of their 
skills. International Journal of Education Economics and 
Development, 16(1/2), 52–61. 
https://doi.org/10.1504/IJEED.2025.143603 

 

https://doi.org/10.1177/2515245920951747
http://www.annenbergpublicpolicycenter.org/twg
https://doi.org/10.1177/14614448211011451
https://doi.org/10.1080/1369118X.2023.2174792
https://doi.org/10.3389/fcomm.2021.661801
https://iris.uniupo.it/bitstream/11579/128752/1/Politeia_142_Galeotti.pdf
https://iris.uniupo.it/bitstream/11579/128752/1/Politeia_142_Galeotti.pdf
https://doi.org/10.1016/J.GIQ.2021.101591
https://doi.org/10.1504/IJEED.2025.143603


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

89 
 

Goodwin, A., Joseff, K., & Wolley, S. (2020). Social Media influencers 
and the 2020 U.S Election: Paying “Regular People” for Digital 
Campaign Communication. Center for Media Engagement. 

 
Grinnel Jr, R. M., & Unrau, Y. (2010). Social Work Research and 

Evaluation . Oxford University Press. 
 
Guess, A. M., Lerner, M., Lyons, B., Montgomery, J. M., Nyhan, B., 

Reifler, J., & Sircar, N. (2020). A digital media literacy intervention 
increases discernment between mainstream and false news in the 
United States and India. https://doi.org/10.7910/DVN/Q5QINN 

 
Gülcan, O., & Asena, A. G. (2023). Digitalization and Generation Z: 

Advantages and Disadvantages of Digitalization. Two Faces on 
Digital Transformation, 31–46. 

 
Guo, J., & Chen, H.-T. (2022). How Does Multi-Platform Social Media 

Use Lead to Biased News Engagement? Examining the Role of 
Counter-Attitudinal Incidental Exposure, Cognitive Elaboration, and 
Network Homogeneity. Social Media + Society, 8(4). 
https://doi.org/10.1177/20563051221129140 

 
Gupta, M., Dennehy, D., Parra, C. M., Mäntymäki, M., & Dwivedi, Y. K. 

(2023). Fake news believability: The effects of political beliefs and 
espoused cultural values. Information & Management, 60(2), 
103745. https://doi.org/10.1016/J.IM.2022.103745 

 
Ha, M.-T. (2022). Data Collection Using Online Questionnaires in 

Marketing. SAGE Publications, Ltd. 
https://doi.org/10.4135/9781529603569 

 
Haider, J., & Sundin, O. (2022). Paradoxes of Media and Information 

Literacy. Routledge. https://doi.org/10.4324/9781003163237 
 
Halim, H., Mohamad, B., Dauda, S. A., Azizan, F. L., & Akanmu, M. D. 

(2021). Association of online political participation with social media 
usage, perceived information quality, political interest and political 
knowledge among Malaysian youth: Structural equation model 
analysis. Cogent Social Sciences, 7(1). 
https://doi.org/10.1080/23311886.2021.1964186 

 
 
 
 

https://doi.org/10.7910/DVN/Q5QINN
https://doi.org/10.1177/20563051221129140
https://doi.org/10.1016/J.IM.2022.103745
https://doi.org/10.4135/9781529603569
https://doi.org/10.4324/9781003163237
https://doi.org/10.1080/23311886.2021.1964186


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

90 
 

Hammer, E., Nikolitsa-Winter, C., & Stepanek Lockhart, A. (2023). 
Confronting Nationalist Tendencies: The Role of Citizenship 
Education, Media Literacy and Lifelong Learning in Supporting 
Democracy (pp. 1179–1199). https://doi.org/10.1007/978-3-031-
19592-1_59 

 
Handoko, W., Israwan Setyoko, P., & Kurniasih, D. (2023). Youths’ 

Digital Literacy Skills: Critical Thinking to Participate in Elections. 
Journal of Local Government Issues, 6(1), 19–34. 
https://doi.org/10.22219/logos.v6i1.23229 

 
Harder, D. (2020). New voters, new platforms: How first-time Generation 

Z voters used social media in the 2019 Canadian federal election. 
 
Hashim, A. H., Marof, A. A., & Zaremohzzabieh, Z. (2023). The Role of 

Materialism in Predicting Compulsive Buying among University 
Students in Klang Valley, Malaysia. International Journal of 
Academic Research in Business and Social Sciences, 13(17). 
https://doi.org/10.6007/ijarbss/v13-i17/19817 

 
Hashim, N. (2024). Nexus of Political Issues towards Behavioural 

Patterns on Social Media: A Narrative Literature Review among 
Gen Z in Malaysia. In Forum Komunikasi (Vol. 19, Issue 1). 

 
Hassoun, A., Beacock, I., Consolvo, S., Goldberg, B., Kelley, P. G., & 

Russell, D. M. (2023a). Practicing Information Sensibility: How Gen 
Z Engages with Online Information. Proceedings of the 2023 CHI 
Conference on Human Factors in Computing Systems, 1–17. 
https://doi.org/10.1145/3544548.3581328 

 
Hiltbrand, K. A. (2023). Minding the Gap: An Examination of 

Susceptibility to Misinformation About Beef Among Generation Z 
and Millennials. 

 
Howe, S. (2024, May 3). Social Media Statistics for Malaysia 2024. 

Meltwater. 
 
Howell, E. L., & Brossard, D. (2021). (Mis)informed about what? What it 

means to be a science-literate citizen in a digital world. Proceedings 
of the National Academy of Sciences of the United States of 
America, 118(15). https://doi.org/10.1073/pnas.1912436117 

 
 
 

https://doi.org/10.1007/978-3-031-19592-1_59
https://doi.org/10.1007/978-3-031-19592-1_59
https://doi.org/10.22219/logos.v6i1.23229
https://doi.org/10.6007/ijarbss/v13-i17/19817
https://doi.org/10.1145/3544548.3581328
https://doi.org/10.1073/pnas.1912436117


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

91 
 

Hukubun, M. D., Wakhudin, W., & Kasimbara, R. P. (2024). Character 
Education in the Digital Age: Strategies for Teaching Moral and 
Ethical Values to a Generation that Grows Up with Technology. 
Journal of Pedagogi, 1(3), 74–82. https://doi.org/10.62872/8958fk80 

 
Igwebuike, E. E., & Chimuanya, L. (2021). Legitimating falsehood in 

social media: A discourse analysis of political fake news. Discourse 
& Communication, 15(1), 42–58. 
https://doi.org/10.1177/1750481320961659 

 
Imjai, N., Aujirapongpan, S., & Yaacob, Z. (2024). Impact of logical 

thinking skills and digital literacy on Thailand’s generation Z 
accounting students’ internship effectiveness: Role of self-learning 
capability. International Journal of Educational Research Open, 6, 
100329. https://doi.org/10.1016/J.IJEDRO.2024.100329 

 
Imran, A. (2023). Political Literacy Level And Political Participation Rate 

Among Universiti Tunku Abdul Rahman Kampar Campus Media 
School Students. 
http://eprints.utar.edu.my/6209/1/20AAB00324_FYP.pdf 

 
Izah, S. C., Sylva, L., & Hait, M. (2023). Cronbach’s Alpha: A 

Cornerstone in Ensuring Reliability and Validity in Environmental 
Health Assessment. ES Energy & Environment. 
https://doi.org/10.30919/esee1057 

 
Jahanbakhsh, F., Zhang, A. X., Berinsky, A. J., Pennycook, G., Rand, D. 

G., & Karger, D. R. (2021). Exploring Lightweight Interventions at 
Posting Time to Reduce the Sharing of Misinformation on Social 
Media. Proceedings of the ACM on Human-Computer Interaction, 
5(CSCW1). https://doi.org/10.1145/3449092 

 
Jai Jun, L. (2023). Impact of Digital Marketing On Consumer Behaviour 

Among Generation Z In Klang Valley. 
 
 
Jiang, L., & Gu, M. M. (2022). Understanding youths’ civic participation 

online: a digital multimodal composing perspective. Learning, Media 
and Technology, 47(4), 537–556. 
https://doi.org/10.1080/17439884.2022.2044849 

 
 
 
 

https://doi.org/10.62872/8958fk80
https://doi.org/10.1177/1750481320961659
https://doi.org/10.1016/J.IJEDRO.2024.100329
http://eprints.utar.edu.my/6209/1/20AAB00324_FYP.pdf
https://doi.org/10.30919/esee1057
https://doi.org/10.1145/3449092
https://doi.org/10.1080/17439884.2022.2044849


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

92 
 

Jones-Jang, S. M., Mortensen, T., & Liu, J. (2021). Does Media Literacy 
Help Identification of Fake News? Information Literacy Helps, but 
Other Literacies Don’t. American Behavioral Scientist, 65(2), 371–
388. https://doi.org/10.1177/0002764219869406 

 
Kamarulbaid, A. M., Mohd Sofian, M. R., Abu Hasan, N. N., Mohd Noor 

Shah, N. F., Mustaffa, N., Mohamed Najid, H., & Mhd Omar, M. F. 
H. (2023). Be Real, Do Not Be Fake: A Pilot Study on Universiti 
Sains Islam Malaysia Students’ Fake News Literacy. Komunika: 
Jurnal Dakwah Dan Komunikasi, 17(2), 191–210. 
https://doi.org/10.24090/komunika.v17i2.7540 

 
Kambuno, J. A., Shrishti, S., Jasmine, A. S., & Anggarina, P. T. (2022). 

The Impact of Social Media on Privacy Due to the Lack of Digital 
Literacy from Generation Z During Covid-19. 

 
Karunarathna, I., Gunasena, P., Hapuarachchi, T., Ekanayake, U., 

Rajapaksha, S., Gunawardana, K., Aluthge, P., Bandara, S., 
Jayawardana, A., De Alvis, K., & Gunathilake, S. (2024). The 
Crucial Role of Data Collection in Research: Techniques, 
Challenges, and Best Practices. In Uva Clinical Research | 
Research Methodology | Data collection. 
https://www.researchgate.net/profile/Indunil-
Karunarathna/publication/383155720_The_Crucial_Role_of_Data_
Collection_in_Research_Techniques_Challenges_and_Best_Practi
ces/links/66bef1c6311cbb09493d6200/The-Crucial-Role-of-Data-
Collection-in-Research-Techniques-Challenges-and-Best-
Practices.pdf 

 
Kaumba, C., Kabombwe, Y. M., & Mwanza, C. (2020). Civic 

Competences: What does an Outcomes Based Curriculum mean for 
a Civic Education Teacher in Zambia? In International Journal of 
Education and Research (Vol. 8, Issue 6). www.ijern.com 

 
Kennedy, K. J., Pavlova, M., & Lee, J. C.-K. (2022). Media and 

information literacy: Evaluating misinformation and fake news in a 
complex world. Routledge. https://doi.org/10.4324/9781003219415 

 
Khan, T., Michalas, A., & Akhunzada, A. (2021). Fake news outbreak 

2021: Can we stop the viral spread? Journal of Network and 
Computer Applications, 190, 103112. 
https://doi.org/10.1016/J.JNCA.2021.103112 

 
 

https://doi.org/10.1177/0002764219869406
https://doi.org/10.24090/komunika.v17i2.7540
https://www.researchgate.net/profile/Indunil-Karunarathna/publication/383155720_The_Crucial_Role_of_Data_Collection_in_Research_Techniques_Challenges_and_Best_Practices/links/66bef1c6311cbb09493d6200/The-Crucial-Role-of-Data-Collection-in-Research-Techniques-Challenges-and-Best-Practices.pdf
https://www.researchgate.net/profile/Indunil-Karunarathna/publication/383155720_The_Crucial_Role_of_Data_Collection_in_Research_Techniques_Challenges_and_Best_Practices/links/66bef1c6311cbb09493d6200/The-Crucial-Role-of-Data-Collection-in-Research-Techniques-Challenges-and-Best-Practices.pdf
https://www.researchgate.net/profile/Indunil-Karunarathna/publication/383155720_The_Crucial_Role_of_Data_Collection_in_Research_Techniques_Challenges_and_Best_Practices/links/66bef1c6311cbb09493d6200/The-Crucial-Role-of-Data-Collection-in-Research-Techniques-Challenges-and-Best-Practices.pdf
https://www.researchgate.net/profile/Indunil-Karunarathna/publication/383155720_The_Crucial_Role_of_Data_Collection_in_Research_Techniques_Challenges_and_Best_Practices/links/66bef1c6311cbb09493d6200/The-Crucial-Role-of-Data-Collection-in-Research-Techniques-Challenges-and-Best-Practices.pdf
https://www.researchgate.net/profile/Indunil-Karunarathna/publication/383155720_The_Crucial_Role_of_Data_Collection_in_Research_Techniques_Challenges_and_Best_Practices/links/66bef1c6311cbb09493d6200/The-Crucial-Role-of-Data-Collection-in-Research-Techniques-Challenges-and-Best-Practices.pdf
https://www.researchgate.net/profile/Indunil-Karunarathna/publication/383155720_The_Crucial_Role_of_Data_Collection_in_Research_Techniques_Challenges_and_Best_Practices/links/66bef1c6311cbb09493d6200/The-Crucial-Role-of-Data-Collection-in-Research-Techniques-Challenges-and-Best-Practices.pdf
http://www.ijern.com/
https://doi.org/10.4324/9781003219415
https://doi.org/10.1016/J.JNCA.2021.103112


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

93 
 

Khatun, N. (2021). Applications of Normality Test in Statistical Analysis. 
Open Journal of Statistics, 11(01), 113–122. 
https://doi.org/10.4236/ojs.2021.111006 

 
Khoo, J., Yin, J., Yan, C. H., Daud, D., & Annuar, N. (2023). 

Understanding 5G Intelligent Transportation System on Road 
Transport Users: A Conceptual Framework. In Electronic Journal of 
Business and Management (Vol. 8, Issue 2). 

 
Komalasari, Y., Yiharodiyah, L., & Kristiawan, M. (2023). Digital 

Transformation: Building a Literacy Bridge for the Zoomers 
Generation through Digital Library Needs Analysis. Journal of 
Innovation in Educational and Cultural Research, 4(4), 700–709. 
https://doi.org/10.46843/jiecr.v4i4.1015 

 
Kow, K. Y., & Khoo, Y. H. (2023). Seeking Legitimation in Political 

Uncertainties: Reforming the Media. In Discursive Approaches to 
Politics in Malaysia (pp. 97–115). https://doi.org/10.1007/978-981-
19-5334-7_6 

 
Kozyreva, A., Lewandowsky, S., & Hertwig, R. (2020). Citizens Versus 

the Internet: Confronting Digital Challenges With Cognitive Tools. 
Psychological Science in the Public Interest, 21(3), 103–156. 
https://doi.org/10.1177/1529100620946707 

 
Kumar, M., & Husain, A. (2019). The challenges of fake news and need 

of media literacy. Mass Communicator: International Journal of 
Communication Studies, 13(3), 21. https://doi.org/10.5958/0973-
967X.2019.00015.2 

 
Kurniasih, E., Damayani, N. A., & Zubair, F. (2024). Media literacy, 

information literacy, and novice voters combating online political 
misinformation. Jurnal Kajian Informasi & Perpustakaan, 12(1), 67–
84. https://doi.org/10.24198/jkip.v12i1.53845 

 
Lailiyah, N., Pradhana, G. A., & Yuliyanto, M. (2020). Youthizen Political 

Literacy: Educating The Generation Z. Jurnal Ilmu Sosial, 19(1), 22–
39. https://doi.org/10.14710/jis.19.1.2020.22 

 
Laor, T., & Galily, Y. (2022). Who’S clicking on on-demand?media 

consumption patterns of generations Y& Z. Technology in Society, 
70. 
https://www.sciencedirect.com/science/article/abs/pii/S0160791X22
001579 

https://doi.org/10.4236/ojs.2021.111006
https://doi.org/10.46843/jiecr.v4i4.1015
https://doi.org/10.1007/978-981-19-5334-7_6
https://doi.org/10.1007/978-981-19-5334-7_6
https://doi.org/10.1177/1529100620946707
https://doi.org/10.5958/0973-967X.2019.00015.2
https://doi.org/10.5958/0973-967X.2019.00015.2
https://doi.org/10.24198/jkip.v12i1.53845
https://doi.org/10.14710/jis.19.1.2020.22
https://www.sciencedirect.com/science/article/abs/pii/S0160791X22001579
https://www.sciencedirect.com/science/article/abs/pii/S0160791X22001579


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

94 
 

 
Lee, S. (2020). Probing the Mechanisms Through Which Social Media 

Erodes Political Knowledge: The Role of the News-Finds-Me 
Perception. Mass Communication and Society, 23(6), 810–832. 
https://doi.org/10.1080/15205436.2020.1821381 

 
Ling, P.-S., Chin, C.-H., Yi, J., & Wong, W. P. M. (2024). Green 

consumption behaviour among Generation Z college students in 
China: the moderating role of government support. Young 
Consumers, 25(4), 507–527. https://doi.org/10.1108/YC-01-2022-
1443 

 
Machete, P., & Turpin, M. (2020). The Use of Critical Thinking to Identify 

Fake News: A Systematic Literature Review (pp. 235–246). 
https://doi.org/10.1007/978-3-030-45002-1_20 

 
Maharani, A. P., Widiyanarti, T., Meilina, A., Lestari, D. A., & Aidilia, Z. 

(2024). Kebudayaan Gen Z: Kekuatan Kreativitas di Era Digital. 
Indonesian Culture and Religion Issues, 2(1), 10. 
https://doi.org/10.47134/diksima.v2i1.120 

 
Malapane, T. A., & Ndlovu, N. K. (2024). Assessing the Reliability of 

Likert Scale Statements in an E-Commerce Quantitative Study: A 
Cronbach Alpha Analysis Using SPSS Statistics. 2024 Systems and 
Information Engineering Design Symposium (SIEDS), 90–95. 
https://doi.org/10.1109/SIEDS61124.2024.10534753 

 
Maletic, J. I., & Marcus, A. (2005). Data Cleansing. In Data Mining and 

Knowledge Discovery Handbook (pp. 21–36). Springer-Verlag. 
https://doi.org/10.1007/0-387-25465-X_2 

 
 
Mastam, N. M. (2024). Bridging the digital divide in Malaysia: Enhancing 

digital literacy for inclusive students in educational systems. Asia 
Pacific Journal of Youth Studies, 15(2), 128–150. 
https://doi.org/10.56390/apjys2024.6.128.6.6 

 
McNelly, T. A., & Harvey, J. (2021). Media literacy instruction in today’s 

classrooms: A study of teachers’ knowledge, confidence, and 
integration. Journal of Media Literacy Education, 13(1), 108–130. 
https://doi.org/10.23860/JMLE-2021-13-1-10 

 
Media Education Academy (MEA). (2021). Media Education for All. 

https://me4a.arus.cc 

https://doi.org/10.1080/15205436.2020.1821381
https://doi.org/10.1108/YC-01-2022-1443
https://doi.org/10.1108/YC-01-2022-1443
https://doi.org/10.1007/978-3-030-45002-1_20
https://doi.org/10.47134/diksima.v2i1.120
https://doi.org/10.1109/SIEDS61124.2024.10534753
https://doi.org/10.1007/0-387-25465-X_2
https://doi.org/10.56390/apjys2024.6.128.6.6
https://doi.org/10.23860/JMLE-2021-13-1-10
https://me4a.arus.cc/


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

95 
 

 
Mehmet, K., & Murat Sağlam. (2023). Media and Communication in the 

Digital Age: Changes and Dynamics (F. Topsümer, Y. Durmuş, & B. 
A. Yılmaz, Eds.). Özgür Yayınları. 
https://doi.org/10.58830/ozgur.pub234 

 
Miftachul, H., & Azmil, H. (2022). Towards professional and ethical 

balance: insights into application strategy on media literacy 
education. Emerald Publishing Limited. 

 
Milenkova, V., & Lendzhova, V. (2021). Digital Citizenship and Digital 

Literacy in the Conditions of Social Crisis. Computers, 10(4), 40. 
https://doi.org/10.3390/computers10040040 

 
Miliou, O., & Angeli, C. (2021). Measuring the Internet Skills of Gen Z 

Students in Higher Education: Validation of the Internet Skills Scale 
in University Settings. International Conference on Higher Education 
Advances, 1059–1068. https://doi.org/10.4995/HEAd21.2021.13070 

 
Ministry of Communication. (2022). Social media users in Malaysia . 

BERNAMA. https://www.kkd.gov.my/233-kpkk-news/20214-
malaysia-has-28-million-social-media-users-as-of-january-2021-
says-comms-ministry-sec-gen 

 
Mohajan, H. (2020). Quantitative Research: A Successful Investigation in 

Natural and Social Sciences. 
 
Mohiuddin, A. (2024). Democratic Discourse in Context: Malaysia’s 

Approach to Freedom of Expression (pp. 203–255). 
https://doi.org/10.1007/978-3-031-63859-6_5 

 
Moore, R. C., & Hancock, J. T. (2022). A digital media literacy 

intervention for older adults improves resilience to fake news. 
Scientific Reports, 12(1). https://doi.org/10.1038/s41598-022-08437-
0 

 
Mulyadi, D., Nursyakinah, K., Saharani, B. R., Baidhowi, R. R., Hidayat, 

R., Tricahya, C. A., & Maswah, A. (2024). The Negative Impact of 
Social Media on Generation Z in Election Activities in 2024. Sinergi 
International Journal of Law Citation, 3(2), 183–197. 

 
Mweshi, G. K., & Sakyi, K. (2020). Application of sampling methods for 

the research design. Archives of Business Research, 8(11), 180–
193. https://doi.org/10.14738/abr.811.9042 

https://doi.org/10.58830/ozgur.pub234
https://doi.org/10.3390/computers10040040
https://doi.org/10.4995/HEAd21.2021.13070
https://www.kkd.gov.my/233-kpkk-news/20214-malaysia-has-28-million-social-media-users-as-of-january-2021-says-comms-ministry-sec-gen
https://www.kkd.gov.my/233-kpkk-news/20214-malaysia-has-28-million-social-media-users-as-of-january-2021-says-comms-ministry-sec-gen
https://www.kkd.gov.my/233-kpkk-news/20214-malaysia-has-28-million-social-media-users-as-of-january-2021-says-comms-ministry-sec-gen
https://doi.org/10.1007/978-3-031-63859-6_5
https://doi.org/10.1038/s41598-022-08437-0
https://doi.org/10.1038/s41598-022-08437-0
https://doi.org/10.14738/abr.811.9042


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

96 
 

 
Neo, R. (2021). The failed construction of fake news as a security threat 

in Malaysia. Contemporary Politics, 27(3), 316–335. 
https://doi.org/10.1080/13569775.2021.1884397 

 
Niaz Ahmed. (2020). Perception of Fake News: A Survey of Post-

Millennials. Journalism and Mass Communication, 10(1). 
https://doi.org/10.17265/2160-6579/2020.01.001 

 
Nicoli, N., Henriksen, K., Komodromos, M., & Tsagalas, D. (2022). 

Investigating digital storytelling for the creation of positively 
engaging digital content. EuroMed Journal of Business, 17(2), 157–
173. https://doi.org/10.1108/EMJB-03-2021-0036 

 
Notley, T., Chambers, S., Park, S., & Dezuanni, M. (2021). Adult Media 

Literacy in Australia: Attitudes, Experiences and Needs. 
 
Nuryadi, M. H., & Widiatmaka, P. (2023). Strengthening civic literacy 

among students through digital literacy in society 5.0. Journal of 
Education and Learning (EduLearn), 17(2), 215–220. 
https://doi.org/10.11591/edulearn.v17i2.20746 

 
Olariu, O. (2022). Critical Thinking as Dynamic Shield against Media 

Deception. Exploring Connections between the Analytical Mind and 
Detecting Disinformation Techniques and Logical Fallacies in 
Journalistic Production. Logos Universality Mentality Education 
Novelty: Social Sciences, 11(1), 29–57. 
https://doi.org/10.18662/lumenss/11.1/61 

 
Omodan, B. I. (2024). Research Paradigms and Their Methodological 

Alignment in Social Sciences. Routledge. 
https://doi.org/10.4324/9781003484066 

 
Omotayo, F. O., & Folorunso, M. B. (2020). Use of social media for 

political participation by youths in Oyo State, Nigeria. EJournal of 
EDemocracy and Open Government, 12(1), 133–158. 
https://doi.org/10.29379/jedem.v12i1.585 

 
Osimen, G. U., & Adeyefa, C. R. (2024). Social Media and Political 

Propaganda: A double-edged Sword for Democratic Consolidation 
in Nigeria. British Journal of Multidisciplinary and Advanced Studies, 
5(4), 21–38. https://doi.org/10.37745/bjmas.2022.04127 

 
 

https://doi.org/10.1080/13569775.2021.1884397
https://doi.org/10.17265/2160-6579/2020.01.001
https://doi.org/10.1108/EMJB-03-2021-0036
https://doi.org/10.11591/edulearn.v17i2.20746
https://doi.org/10.18662/lumenss/11.1/61
https://doi.org/10.4324/9781003484066
https://doi.org/10.29379/jedem.v12i1.585
https://doi.org/10.37745/bjmas.2022.04127


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

97 
 

Ouvrein, G., Pabian, S., Giles, D., Hudders, L., & De Backer, C. (2021). 
The web of influencers. A marketing-audience classification of 
(potential) social media influencers. Journal of Marketing 
Management, 37(13–14), 1313–1342. 
https://doi.org/10.1080/0267257X.2021.1912142 

 
Owusu, P. R., Asiedu, E. P., Ji, J., & Sarpong, F. A. (2022). Innovation 

and Evaluation of Technology Acceptance Model (Tam) in S-
Commerce: A Case of Social Media Platforms in Ghana. Journal of 
Computer and Communications, 10(03), 100–124. 
https://doi.org/10.4236/jcc.2022.103007 

 
Ozdemir-Guzel, S., & Bas, Y. N. (2021). Gen Z Tourists and Smart 

Devices. In Generation Z Marketing and Management in Tourism 
and Hospitality (pp. 141–165). Springer International Publishing. 
https://doi.org/10.1007/978-3-030-70695-1_6 

 
Panagiotou, N., Chrysoula, L., & Baliou, A. (2022). Generation Z: Media 

Consumption and Mil, 6(1), 455-476. 
 
Pandor, P., Wijanarko, R., Nirwana, A., Ton, S. S. P., & Dagur, O. 

(2024). Literasi Digital: Upaya Meningkatkan Kompetensi 
Berkomunikasi Frater Pasionis Melalui Media Digital. Prima Abdika: 
Jurnal Pengabdian Masyarakat, 4(3), 562–570. 
https://doi.org/10.37478/abdika.v4i3.3927 

 
Park, S., & Kim, J. (2024). Do multi-channel use and online engagement 

matter for critical literacy and information verification behaviors? 
Comprehensive comparisons of six generations from before 1954 
(war generation) to generation Z (after 1997). Computers & 
Education, 218, 105078. 
https://doi.org/10.1016/J.COMPEDU.2024.105078 

 
Park, Y. M., Chae, J. H., Kim, S. K., & Kwon, H. S. (2021). The Effects of 

Media Literacy Education and its Influence on Digital Citizenship: 
Focusing on CMF Education Programs in Korea. The Journal of 
Information Systems , 30(3), 113–135. 
https://doi.org/https://doi.org/10.5859/KAIS.2021.30.3.113 

 
Park, Y. S., Konge, L., & Artino, A. R. (2020). The Positivism Paradigm 

of Research. Academic Medicine, 95(5), 690–694. 
https://doi.org/10.1097/ACM.0000000000003093 

 
 

https://doi.org/10.1080/0267257X.2021.1912142
https://doi.org/10.4236/jcc.2022.103007
https://doi.org/10.1007/978-3-030-70695-1_6
https://doi.org/10.37478/abdika.v4i3.3927
https://doi.org/10.1016/J.COMPEDU.2024.105078
https://doi.org/https:/doi.org/10.5859/KAIS.2021.30.3.113
https://doi.org/10.1097/ACM.0000000000003093


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

98 
 

Pérez-Escoda, A., Pedrero-Esteban, L. M., Rubio-Romero, J., & 
Jiménez-Narros, C. (2021a). Fake news reaching young people on 
social networks: Distrust challenging media literacy. Publications, 
9(2). https://doi.org/10.3390/publications9020024 

 
Pérez-Escoda, A., Pedrero-Esteban, L. M., Rubio-Romero, J., & 

Jiménez-Narros, C. (2021b). Fake News Reaching Young People 
on Social Networks: Distrust Challenging Media Literacy. 
Publications, 9(2), 24. https://doi.org/10.3390/publications9020024 

 
Pérez-Escoda, A., Pedrero-Esteban, L. M., Rubio-Romero, J., & 

Jiménez-Narros, C. (2021c). Fake news reaching young people on 
social networks: Distrust challenging media literacy. Publications, 
9(2). https://doi.org/10.3390/publications9020024 

 
Perneger, T. V., Courvoisier, D. S., Hudelson, P. M., & Gayet-Ageron, A. 

(2015). Sample size for pre-tests of questionnaires. Quality of Life 
Research, 24(1), 147–151. https://doi.org/10.1007/s11136-014-
0752-2 

 
Pua’at, A. A., & Yunus, N. M. (2023). A Study on Awareness, Exposure 

and Attitude towards Digital Citizenship among University Students 
in Malaysia. Information Management and Business Review, 
15(1(I)SI), 190–203. https://doi.org/10.22610/imbr.v15i1(I)SI.3397 

 
Rao, B. N. R. (2022). A Study on Positive and Negative Effects of Social 

Media on Society. Journal of Science and Technology, 7(10), 46–
54. https://doi.org/10.46243/jst.2022.v7.i10.pp46-54 

 
 
Raifman, S., DeVost, M. A., Digitale, J. C., Chen, Y.-H., & Morris, M. D. 

(2022). Respondent-Driven Sampling: a Sampling Method for Hard-
to-Reach Populations and Beyond. Current Epidemiology Reports, 
9(1), 38–47. https://doi.org/10.1007/s40471-022-00287-8 

 
Rashid, A., Rasheed, R., Amirah, N. A., Yusof, Y., Khan, S., & Agha, A. 

A. (2021). A quantitative perspective of systematic research: Easy 
and step-by-step initial guidelines. Turkish Online Journal of 
Qualitative Inquiry, 12(9), 2874-2883.  

 
Renee, H., & Anne, K. (2023). Applying Critical Thinking to Training 

Videos. http://innomaxmedia.org/pdf/hobbs_kringen%20-
%20july%202023.pdf 

 

https://doi.org/10.3390/publications9020024
https://doi.org/10.3390/publications9020024
https://doi.org/10.3390/publications9020024
https://doi.org/10.1007/s11136-014-0752-2
https://doi.org/10.1007/s11136-014-0752-2
https://doi.org/10.22610/imbr.v15i1(I)SI.3397
https://doi.org/10.46243/jst.2022.v7.i10.pp46-54
https://doi.org/10.1007/s40471-022-00287-8
http://innomaxmedia.org/pdf/hobbs_kringen%20-%20july%202023.pdf
http://innomaxmedia.org/pdf/hobbs_kringen%20-%20july%202023.pdf


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

99 
 

Riedl, M., Schwemmer, C., Ziewiecki, S., & Ross, L. M. (2021). The rise 
of political influencers-perspectives on a trend towards meaningful 
content. Frontiers in Communication, 6. 
https://doi.org/10.3389/fcomm.2021.752656 

 
Riswandi, D. (2023). Improving Media Literacy skills in Generation Z in 

the Digital Era. Jurnal Eduhealt, 14(04), 2023. 
http://ejournal.seaninstitute.or.id/index.php/healt 

 
Robin, P., Alvin, S., & Hasugian, T. (2022). Gen-Z perspective on 

politics: High interest, uninformed, and urging political e2ducation, 
11(3), 183-189.  

 
Rocheva, A., Varshaver, E., & Ivanova, N. (2022). Targeting on Social 

Networking Sites as Sampling Strategy for Online Migrant Surveys: 
The Challenge of Biases and Search for Possible Solutions (pp. 35–
57). https://doi.org/10.1007/978-3-031-01319-5_3 

 
Sah Allam, S. N., Hassan, M. S., Ridzuan, A. R., Sultan Mohideen, R., & 

Ilyas, I. Y. (2021). How Media Literacy Competency Contribute to 
Political Participation Integrity Among Young People. International 
Journal of Academic Research in Business and Social Sciences, 
11(4). https://doi.org/10.6007/IJARBSS/v11-i4/9021 

 
Salman Salleh @ Abdul Latif, A. S., Aqilah Megat Zambri, W. A., Abdul 

Latiff, D. I., & Kamal, S. (2023). Media Literacy and Digital 
Citizenship in the Era of Social Media. International Journal of 
Academic Research in Business and Social Sciences, 13(11). 
https://doi.org/10.6007/IJARBSS/v13-i11/19392 

 
Salwa Shokri, H., Sufiean Hassan, M., Nurshahidah Sah Allam, S., 

Perdana Menteri, J., & Setia Perdana Presint, K. (2024). New Media 
Literacy and its Impact on Moral Behaviour among Generation Z in 
Klang Valley. Journal of Media and Information Warfare, 17(1), 70–
82. 

 
Sarjito, A. (2024). From Social Media To The Defense Field: An 

Exploration Of Gen Z’s Role In National Security. Journal of 
Governance and Public Administration, 1(3), 511–524. 
https://doi.org/10.59407/jogapa.v1i3.994 

 
 
 
 

https://doi.org/10.3389/fcomm.2021.752656
http://ejournal.seaninstitute.or.id/index.php/healt
https://doi.org/10.1007/978-3-031-01319-5_3
https://doi.org/10.6007/IJARBSS/v11-i4/9021
https://doi.org/10.6007/IJARBSS/v13-i11/19392
https://doi.org/10.59407/jogapa.v1i3.994


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

100 
 

Schmuck, D., Fawzi, N., Reinemann, C., & Riesmeyer, C. (2022). Social 
media use and political cynicism among German youth: the role of 
information-orientation, exposure to extremist content, and online 
media literacy. Journal of Children and Media, 16(3), 313–331. 
https://doi.org/10.1080/17482798.2021.1977358 

 
Selnes, F. N. (2024). Fake news on social media: Understanding teens’ 

(Dis)engagement with news. Media, Culture & Society, 46(2), 376–
392. https://doi.org/10.1177/01634437231198447 

 
Shari, A. M. J., Ahmad, M., Razali, R. R. R., & Sujak, A. F. A. (2023). 

Knowledge, Attitude, and Practices Towards Internet Safety and 
Security Among Generation Z in Malaysia: A Conceptual Paper. In 
Proceedings of the International Conference on Communication, 
Language, Education and Social Sciences (CLESS 2022) (pp. 4–
10). Atlantis Press SARL. https://doi.org/10.2991/978-2-494069-61-
9_2 

 
Sharma, M., Kaushal, D., & Joshi, S. (2023). Adverse effect of social 

media on generation Z user’s behavior: Government information 
support as a moderating variable. Journal of Retailing and 
Consumer Services, 72. 
https://doi.org/10.1016/j.jretconser.2023.103256 

 
Sheikh, S. A. (2024). Data and Democracy: Social Media Analytics in 

Political Campaign Strategies. International Journal of English 
Literature and Social Sciences, 9(1), 204–211. 
https://doi.org/10.22161/ijels.91.27 

 
Shutaleva, A., Martyushev, N., Nikonova, Z., Savchenko, I., Bovkun, A., 

& Kerimov, A. (2021). Critical thinking in media sphere: Attitude of 
university teachers to fake news and its impact on the teaching. 
Journal of Management Information and Decision Sciences, 24(1). 

 
 
Siang Ling, A. L., & Puyok, A. (2024). The Impacts of Undi 18 on Political 

Participation, Awareness and Readiness. Malaysian Journal of 
Social Sciences and Humanities (MJSSH), 9(2), e002655. 
https://doi.org/10.47405/mjssh.v9i2.2655 

 
Silveira, P. (2020). Fake News Consumption Through Social Media 

Platforms And The Need For Media Literacy Skills: A Real 
Challenge For Z Generation. 3830–3838. 
https://doi.org/10.21125/inted.2020.1063 

https://doi.org/10.1080/17482798.2021.1977358
https://doi.org/10.1177/01634437231198447
https://doi.org/10.2991/978-2-494069-61-9_2
https://doi.org/10.2991/978-2-494069-61-9_2
https://doi.org/10.1016/j.jretconser.2023.103256
https://doi.org/10.22161/ijels.91.27
https://doi.org/10.47405/mjssh.v9i2.2655
https://doi.org/10.21125/inted.2020.1063


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

101 
 

 
Silvhiany, S., Huzaifah, S., & Ismet, I. (2021). Critical Digital Literacy: 

EFL Students’ Ability to Evaluate Online Sources. Indonesian 
Journal of EFL and Linguistics, 6(1), 249. 
https://doi.org/10.21462/ijefl.v6i1.364 

 
Singh, S., & Sagar, R. (2021). A critical look at online survey or 

questionnaire-based research studies during COVID-19. Asian 
Journal of Psychiatry, 65, 102850. 
https://doi.org/10.1016/J.AJP.2021.102850 

 
Solihat, M. (2024). Gen Z Communication And Political Participation in 

Digital Media (pp. 186–194). https://doi.org/10.2991/978-2-38476-
269-9_17 

 
Sperber, A. D., Bor, S., Fang, X., Bangdiwala, S. I., Drossman, D. A., 

Ghoshal, U. C., Simren, M., Tack, J., Whitehead, W. E., 
Dumitrascu, D. L., Fukudo, S., Kellow, J., Okeke, E., Quigley, E. M. 
M., Schmulson, M., Whorwell, P., Archampong, T., Adibi, P., 
Andresen, V., … Palsson, O. S. (2023). Face‐to‐face interviews 
versus Internet surveys: Comparison of two data collection methods 
in the Rome foundation global epidemiology study: Implications for 
population‐based research. Neurogastroenterology & Motility, 35(6). 
https://doi.org/10.1111/nmo.14583 

 
Stahl, C. C., & Literat, I. (2023). GenZ on TikTok: the collective online 

self-Portrait of the social media generation. Journal of Youth 
Studies, 26(7), 925–946. 
https://doi.org/10.1080/13676261.2022.2053671 

 
Statisca. (2023, November 1). Active social media users as percentage 

of the total population in Malaysia from 2016 to 2023. Statisca. 
https://www.statista.com/statistics/883712/malaysia-social-media-
penetration/ 

 
Stratton, S. J. (2021). Population Research: Convenience Sampling 

Strategies. Prehospital and Disaster Medicine, 36(4), 373–374. 
https://doi.org/10.1017/S1049023X21000649 

 
Suwana, F. (2021). Content, changers, community and collaboration: 

expanding digital media literacy initiatives. Media Practice and 
Education, 22(2), 153–170. 
https://doi.org/10.1080/25741136.2021.1888192 

 

https://doi.org/10.21462/ijefl.v6i1.364
https://doi.org/10.1016/J.AJP.2021.102850
https://doi.org/10.2991/978-2-38476-269-9_17
https://doi.org/10.2991/978-2-38476-269-9_17
https://doi.org/10.1111/nmo.14583
https://doi.org/10.1080/13676261.2022.2053671
https://www.statista.com/statistics/883712/malaysia-social-media-penetration/
https://www.statista.com/statistics/883712/malaysia-social-media-penetration/
https://doi.org/10.1017/S1049023X21000649
https://doi.org/10.1080/25741136.2021.1888192


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

102 
 

Swart, J. (2023). Tactics of news literacy: How young people access, 
evaluate, and engage with news on social media. New Media & 
Society, 25(3), 505–521. 
https://doi.org/10.1177/14614448211011447 

 
Tan, J. J. (2024). Social Media Political Information Use and Political 

Participation of the Net Generation. E-Bangi Journal of Social 
Science and Humanities, 21(1). 
https://doi.org/10.17576/ebangi.2024.2101.17 

 
Tandoc, E. C., Lee, J., Chew, M., Tan, F. X., & Goh, Z. H. (2021). Falling 

for fake news: the role of political bias and cognitive ability. Asian 
Journal of Communication, 31(4), 237–253. 
https://doi.org/10.1080/01292986.2021.1941149 

 
Thornhill-Miller, B., Camarda, A., Mercier, M., Burkhardt, J.-M., 

Morisseau, T., Bourgeois-Bougrine, S., Vinchon, F., El Hayek, S., 
Augereau-Landais, M., Mourey, F., Feybesse, C., Sundquist, D., & 
Lubart, T. (2023). Creativity, Critical Thinking, Communication, and 
Collaboration: Assessment, Certification, and Promotion of 21st 
Century Skills for the Future of Work and Education. Journal of 
Intelligence, 11(3), 54. https://doi.org/10.3390/jintelligence11030054 

 
Timidi, E. T., & Okuro, G. (2024). POWER OF EDUCATION IN 

SHAPING DEMOCRATIC CITIZENSHIP AND GOOD 
GOVERNANCE. Studies in Humanities and Education, 5(2). 
https://doi.org/10.48185/she.v5i2.1295 

 
Tirocchi, S. (2024). Generation Z, values, and media: from influencers to 

BeReal, between visibility and authenticity. Frontiers in Sociology, 8. 
https://doi.org/10.3389/fsoc.2023.1304093 

 
Trninić, D., Vukelić, A. K., & Bokan, J. (2022). Perception of “fake news” 

and potentially manipulative content in digital media—a generational 
approach. Societies, 12(1). https://doi.org/10.3390/soc12010003 

 
Tsfati, Y., Boomgaarden, H. G., Strömbäck, J., Vliegenthart, R., 

Damstra, A., & Lindgren, E. (2020). Causes and consequences of 
mainstream media dissemination of fake news: literature review and 
synthesis. Annals of the International Communication Association, 
44(2), 157–173. https://doi.org/10.1080/23808985.2020.1759443 

 
 
 

https://doi.org/10.1177/14614448211011447
https://doi.org/10.17576/ebangi.2024.2101.17
https://doi.org/10.1080/01292986.2021.1941149
https://doi.org/10.3390/jintelligence11030054
https://doi.org/10.48185/she.v5i2.1295
https://doi.org/10.3389/fsoc.2023.1304093
https://doi.org/10.3390/soc12010003
https://doi.org/10.1080/23808985.2020.1759443


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

103 
 

Velasco, J. C., C. Manguera, J. J., V. Navalan, E. J., C. Limchiko, J. N., 
D. Bayot, T. A. M., & V. Mercado, M. G. (2024). The Digital 
Dynamics of Political Engagement Among Filipino Youth: Examining 
Participation in Social Media Platforms. Pertanika Journal of Social 
Sciences and Humanities, 32(3), 1051–1071. 
https://doi.org/10.47836/pjssh.32.3.12 

 
Vermeer, S., & van den Heijkant, L. (2024). Break a Story: Examining 

the Effects of Instagram Stories from News Accounts on 
Adolescents’ Political Learning. Journalism Studies, 25(9), 1029–
1052. https://doi.org/10.1080/1461670X.2023.2246067 

 
Wajdi, M., Susanto, B., Sutiarso, M. A., & Hadi, W. (2024). Profile of 

generation Z characteristics: Implications for contemporary 
educational approaches. Kajian Pendidikan, Seni, Budaya, Sosial  
Dan Lingkungan, 1(1), 33–44. https://doi.org/10.58881/kpsbsl.v1i1.8 

 
Wandhe, Dr. P. (2024). The New Generation: Understanding Millennials 

and Gen Z. SSRN Electronic Journal. 
https://doi.org/10.2139/ssrn.4716585 

 
Wijaya, I., Sitompul, F. K. T., Harju, L. M., Payokwa, M. K., & Insoraky, 

W. A. (2024). The influence of digital competence on generation z’s 
political participation in the city of Jayapura. Tamalanrea: Journal of 
Government and Development (JGD), 1(3), 52–62. 
https://doi.org/10.69816/jgd.v1i3.42588 

 
Will, J., Lawrence, M., & Stoker, G. (2021). The politics of levelling up. 

The Political Quarterly. 
 
Wu, D., Zhou, C., Li, Y., & Chen, M. (2022). Factors associated with 

teachers’ competence to develop students’ information literacy: A 
multilevel approach. Computers & Education, 176, 104360. 
https://doi.org/10.1016/J.COMPEDU.2021.104360 

 
Wuyckens, G., Landry, N., & Fastrez, P. (2022). Untangling media 

literacy, information literacy, and digital literacy: A systematic meta-
review of core concepts in media education. Journal of Media 
Literacy Education, 14(1), 168–182. https://doi.org/10.23860/JMLE-
2022-14-1-12 

 
 
 
 

https://doi.org/10.47836/pjssh.32.3.12
https://doi.org/10.1080/1461670X.2023.2246067
https://doi.org/10.58881/kpsbsl.v1i1.8
https://doi.org/10.2139/ssrn.4716585
https://doi.org/10.69816/jgd.v1i3.42588
https://doi.org/10.1016/J.COMPEDU.2021.104360
https://doi.org/10.23860/JMLE-2022-14-1-12
https://doi.org/10.23860/JMLE-2022-14-1-12


The Impact of Fake News in Politics  
Toward Gen Z’s Digital Media Literacy 

 

104 
 

Xiao, X., Su, Y., & Lee, D. K. L. (2021). Who Consumes New Media 
Content More Wisely? Examining Personality Factors, SNS Use, 
and New Media Literacy in the Era of Misinformation. Social Media 
+ Society, 7(1). https://doi.org/10.1177/2056305121990635 

 
Zainudin, A. (2024). The Role Of Social Media In Increasing Rural 

Generation Z Participation In The 2024 Elections : A Study In 
Sungai Ana Village, Sintang District. FOKUS : Publikasi Ilmiah 
Untuk Mahasiswa, Staf Pengajar Dan Alumni Universitas Kapuas 
Sintang, 22(2). https://doi.org/10.51826/fokus.v22i2.1232 

 
Zhang, B., Holton, A. E., & Gil de Zúñiga, H. (2024). Finding “fake” in the 

news: the relationship between social media use, political 
knowledge, epistemic political efficacy and fake news literacy. 
Online Information Review, 48(7), 1470–1487. 
https://doi.org/10.1108/OIR-03-2024-0140 

 

https://doi.org/10.1177/2056305121990635
https://doi.org/10.51826/fokus.v22i2.1232
https://doi.org/10.1108/OIR-03-2024-0140

	THE IMPACT OF FAKE NEWS IN POLITICS TOWARDS GEN Z’S DIGITAL MEDIA LITERACY
	Nurul Nabilah Izzati Binti Hashim*
	Universiti Teknologi MARA, Malaysia
	*Corresponding email: Nabilahizzaati@gmail.com
	Abstract
	The emergence of social media platforms has significantly shifted the landscape of communication and interaction, especially within the context of digital media literacy. In Malaysia, the absence of regulation on these platforms has allowed for the un...
	Keywords: Fake News, Politics, Gen Z, Digital Media Literacy, Social Media
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	Abstrak
	Kemunculan platfom media sosial telah membawa perubahan besar terhadap landskap komunikasi dan interaksi, terutamanya dalam konteks literasi media digital. Di Malaysia, ketiadaan peraturan yang kukuh terhadap platform ini telah membolehkan penyebaran ...
	Kata Kunci: Berita Palsu, Politik, Gen Z, Literasi Media Digital, Media Sosial
	Introduction
	The rise in social media platforms has transformed how we connect and communicate on a global scale. According to the research by Rao (2022), social media was created as a powerful communication medium to connect with friends. Research has also sugges...
	Given this global trend, it is important to examine how different countries, including Malaysia, deal with misinformation in the digital age. Malaysia encounters considerable obstacles in implementing effective regulations to mitigate the spread of mi...
	The absence of clear regulations has enabled influential individuals to manipulate news narratives. More evidence during the Russian disinformation campaign targeting the United States 2016 presidential election has brought to the on how government ac...
	Despite these challenges, social media is becoming a more useful source of political information for people in society. Society is now increasingly comfortable using social media as a source of up-to-date political news, in keeping with the current sh...
	This spread of fake news is often shared by anonymous political influencers who fabricate the information (Igwebuike & Chimuanya, 2021) because of political gain for publicity or followers (Riedl et al., 2021). Political parties and powerful individua...
	In Malaysia, approximately 28 million social media users are actively using social media platforms as they play a vital role in communication (Ministry of Communication, 2022). It is widely used and reaches large audiences in a short period (Ouvrein e...
	Research by Pérez-Escoda et. al (2021), reveals that Gen Z is frequently exposed to fake news and misleading news on social media platforms. This is supported by Gülcan and Asena (2023), who indicated that Gen Z is the first generation that has been s...
	Gen Z is particularly susceptible to hoaxes due to their active engagement with social media, making them prime targets for misinformation campaigns (Amanda et al., 2024). This generation often uses smartphones to check news online, relying on multipl...
	Furthermore, this cohort who was born between the middle of the 1990s and the middle of 2010,  Gen Z, sometimes known as the "zoomers," is a generation of digital natives who have lived their whole lives in an environment connected to the Internet (Ka...
	The implementation of UNDI 18 in 2022, which reduced Malaysia's voting age to 18 has implemented and raised the significance of young voters particularly members of Generation Z in the political sphere (Siang Ling & Puyok, 2024). Furthermore, politici...
	The challenge lies in bridging the gap between Gen Z's digital media literacy skills and the critical evaluation skills needed to navigate complex political information. Particularly Gen Y (Millennials), Gen Z's information-consuming patterns diverge ...
	By examining this gap, the researcher gains important insights into how capable Gen Z is of critically analysing political information, which may influence their participation in political discourse and decision-making (Imran, 2023). Many Gen Z people...
	1.⁠ ⁠To determine the relationship between fake news on politics towards Gen Z’s digital media literacy.
	2.⁠ ⁠To examine the relationship between knowledge of politics and digital media literacy among Gen Z.
	3.⁠ ⁠To ascertain how civic education affects Gen Z’s digital media literacy.
	4. To determine the relationship between critical evaluation skills for political news and Gen Z’s digital media literacy.
	Figure 1: Conceptual framework
	LiteratureReview
	Fake News on Politics (FN)
	The term fake news has gained significant traction in recent years, emerging as a major challenge in this digital age. The spread of misinformation, particularly among Gen Z influences their political attitudes and voting choices (Lailiyah et al., 202...
	Research indicates a varied relationship between Gen Z's exposure to fake news and the evolution of their digital literacy (Park & Kim, 2024; Pérez-Escoda et al., 2021). Essentially, Generation Z turns to social media for their news instead of traditi...
	The challenge is particularly pronounced in political content, where the combination of algorithmic content delivery and emotional engagement often overshadows critical evaluation (Alavi et al., 2024). Hassoun et. al (2023) explained that even though ...
	As mentioned in the research by Panagiotou et al. (2022), Gen Z heavily relies on the role of social media platforms such as TikTok, Instagram, and YouTube as primary sources for news and political information This reliance makes these platforms signi...
	Recent studies noted that political bias can significantly affect the susceptibility to fake news (Gupta et al., 2023; Calvillo et al., 2021; Tandoc et al., 2021). As viewed by researchers Zhang et al. (2024); Tandoc et al. (2021), have shown that peo...
	Findings by Kamarulbaid et al (2023); Kumar & Husain (2019), this result is compounded by the reality that the younger generation frequently does not possess the media literacy skills required to assess the integrity of online content, making them mor...
	Knowledge on Politics (KN)
	In the digital age, Gen Z heavily relies on social media platforms as their primary source for news and information, including political content. This tech-savvy generation constantly encounters unverified claims, misleading stories, and disinformatio...
	Despite being digital natives, sophisticated fake news strategies and coordinated misinformation campaigns make it challenging for them to objectively evaluate the accuracy of political content and the information available online. Malaysia's social m...
	On the other hand, Gen Z’s political engagement on social media is crucial for knowledge of politics. Research by Alfred and Wong (2022) mentioned that a positive perception of social media credibility correlates with higher political engagement. This...
	Other than that, news-seeking motivation reveals interesting patterns in how Gen Z approaches political information (Beattie et al., 2024). However, research by Guo and Chen (2022) mentioned that active involvement with new material on social media pl...
	Research highlights the significance of digital media literacy skills, such as analysis and evaluation, in enhancing the political involvement of young individuals who value integrity on social media platforms (Miftachul & Azmil, 2022; Moore & Hancock...
	Civic Education Affects Gen Z’s Digital Media Literacy (CIV)
	The digital age has brought about a significant change in how political news is consumed and shared among Gen Z in Malaysia. Also, highlighted by Alscher et al., (2022), civic engagement is essentially for active participation in community and politic...
	In addition, it is important that digital citizenship education (Park et al., 2021), integrates with emphasizing the need for young people to understand their rights and responsibilities in the digital realm. Enhancing digital literacy might improve c...
	Finally, civic education needs digital civic literacy (Nuryadi & Widiatmaka, 2023). Many studies indicate that this includes understanding how to access, analyse, and create information that promotes informed citizenship (Choi & Cristol, 2021; Milenko...
	Critical Evaluation Skills (CES) and Gen Z’s Digital Media Literacy
	Past studies stated that critical evaluation skills are important in the digital media literacy landscape (Dame Adjin-Tettey, 2022; Xiao et al., 2021). It was also noted by Dame Adjin-Tettey (2022), that critical thinking is essential for evaluating t...
	Next, educational interventions play a crucial role in fostering critical evaluation skills among Gen Z (Thornhill-Miller et al., 2023). Furthermore, educational programs focused on media literacy significantly improve individuals' ability to identify...
	Last but not least, information literacy  (Jones-Jang et al., 2021), alongside media literacy, plays a crucial role in enabling Gen Z to recognise and resist political misinformation. As mentioned by Kurniasih et al. (2024), higher literacy levels cor...
	Gen Z’s Digital Media Literacy (DML)
	Despite being digital natives, Gen Z is highly susceptible to misinformation and struggling to distinguish between real and fake news (Kennedy et al., 2022). However, their recognition of the widespread nature of fake news (Trninić et al., 2022) lays ...
	Also, many Gen Z may lack the proficiency needed to effectively identify fake news  (Machete & Turpin, 2020). Fake news is often constructed as a national security threat, which can lead to a narrow focus on security measures rather than comprehensive...
	Moreover, developing digital media literacy skills among Gen Z is dependent on civic education (Anderson et al., 2021). In its bid to produce more critical-thinking digital citizens by teaching students how to analyse information, evaluate sources and...
	To address these challenges, a multi-faceted approach to enhance digital media literacy is essential. Digital literacy is vital for inclusive education, ensuring that all students, regardless of their backgrounds, can access and utilize digital resour...
	Methodology
	In this research, a quantitative survey research method was employed. This choice significantly impacts how relevant data was collected and the research design involves several interrelated considerations (Mohajan, 2020). According to Omodan (2024), r...
	Study Population
	This study examines the Gen Z demographic, defined as true digital natives born between 1995 and 2010, who actively consume political content on social media. Comprising 26% of Malaysia's population, Gen Z has been immersed in digital technology since...
	The research population was located in Klang Valley, a large urban agglomeration with an estimated population of 7.2 million as of September 2023 (Statistics, 2023). This sampling targets residents of Klang Valley, including districts such as Shah Ala...
	Sampling Procedure
	For this research, a non-probability sampling method was employed, where the probability of each unit being chosen is not confirmed or known  (Rashid et al., 2021; Mweshi & Sakyi, 2020). Specifically, convenience sampling was applied in this study to ...
	Sample Size
	This study, which is quantitative in nature, follows Krejcie and Morgan’s (1970) guidelines for sample size determination. According to their table, a sample size of 384 is the minimum required to adequately represent a population of 1,000,000. In thi...
	Research Instrument
	For this research, the research instrument questionnaires were conducted in bilingual languages, such as English and Malay, to ease the respondents while answering the survey. The research instrument is pre-tested using the pilot study. The questionna...
	The scale employed a 5-point Likert scale from 5-Strongly Agree, 4-Agree, 3-Neutral, 2-Disagree and 1-Strongly Disagree as stated by (Malapane & Ndlovu, 2024). It is designed using the Five-point Likert Scale method to accomplish the research goals. T...
	Data Collection Method
	The method of data collection was to utilise questionnaires as they are effective in reaching a large number of participants (Karunarathna et al., 2024). Online surveys are increasingly preferred over traditional methods such as face-to-face or phone ...
	In this research, a set of questionnaires was distributed to the target audience, specifically Gen Z individuals aged 18 to 27, located in the Klang Valley area. The questionnaires were designed based on the research objectives and included questions ...
	Data Analysis
	The statistical analysis was conducted using SPSS version 29. The survey was randomly conducted online through Google Forms and data were gathered from  n=391 respondents. The data was extracted via tables, summaries, and statistical outputs. All aspe...
	Moreover, descriptive analysis was used to examine either entire or summarised subsets of numerical data particularly for (Section A), fake news on politics (Section B), knowledge on politics (Section C), civic education (Section D), critical evaluati...
	Pilot Test
	A Pilot test is defined as a small-scale study carried out to test and refine procedures before conducting an actual experiment (Akbar et al., 2023). The goal of the Pilot Test is to figure out if a research paper is possible, how long it would take, ...
	Reliability Test
	According to Flora, (2020), Cronbach alpha is a measure of reliability that is commonly used to quantify the amount of random measurement error that exists in a sum score or average that is generated by a multi-item measurement scale. This type of err...
	Therefore, the results of this analysis are considered acceptable in a label of dependability between 0.8 and 0.9. The pilot test for Cronbach alpha was done among 30 respondents aged 18-27 who live in Klang Valley. The results found that the reliabil...
	Table 1: Summary Cronbach Alpha Value
	Cronbach’ Alpha
	Descriptions
	Questionnaires Section
	.938
	Fake news on politics 
	Section B
	.909
	Knowledge on politics 
	Section C
	.847
	Civic education 
	Section D
	.867
	Critical evaluation skills 
	Section E
	.828
	Gen Z’s Digital Media Literacy
	Section F
	Normality Test
	A normality test is a statistical procedure used to determine whether a dataset follows a normal distribution (Khatun, 2021). It is an essential step in many statistical analyses, as many parametric tests assume that the data is normally distributed. ...
	Table 2: Normality Test
	Kurtosis
	Skewness
	Section
	Std Error
	Statistics
	Std Error
	Statistics
	.833
	-.758
	.427
	.968
	B:Fake News on Politics
	.833
	-1.342
	.427
	.383
	C:Knowledge on Politics
	.833
	-1.128
	.427
	.551
	D:Civic Education
	.833
	2.792
	.427
	-.226
	E:Critical Evaluation Skills
	.833
	.732
	.427
	-.275
	F:Digital Media Literacy
	Table 2 demonstrated that all the data sets are normally distributed, as indicated by their skewness and kurtosis values falling within the acceptable thresholds for normality. The skewness values for all sections range between -2 and +2, which sugges...
	Findings and Discussion
	The demographic analysis of the respondents revealed that they were primarily in the age group of 18 to 27. The average age of the respondents was 24.51 years is 2.3%. The researcher found that (64.5%) of the respondents were female, while (35.5%) wer...
	Table 3: Results of Respondents Demographic Analysis (n=391)
	Percentage (%)
	Frequency (f) 
	Demographic
	  2.3
	24.51
	18-27
	Age
	35.5
	139
	Male
	Gender
	64.5
	252
	Female
	          87.0
	340
	Malay
	 Race
	5.1
	20
	Chinese
	6.1
	24
	Indian
	1.8
	7
	Others
	0.3
	1
	Primary school
	Education Level
	1.8
	7
	Secondary (SPM)
	           98.0
	383
	Tertiary (Certificate, Diploma, Bachelor, master’s degree and PhD)
	         21.5
	84
	X (Twitter)
	Social Media platforms
	           1.5
	6
	Facebook
	         16.1
	63
	Instagram
	         60.9
	238
	TikTok
	         99.0
	387
	Yes
	Fake News Awareness
	           1.0
	4
	No
	           3.3
	13
	Less than 1 hour
	Time spent on social media
	         37.1
	145
	1-2 hour
	         59.6
	233
	More than 3 hours
	Results of Descriptive Statistics - Mean and Standard Deviation
	Table 4: Results of Mean and Standard Deviation for Fake News on Politics.
	Std. Deviation
	Mean 
	n
	            Descriptive Analysis
	.594
	4.18
	391
	I am aware of fake news on politics in Malaysia.
	B1.
	.667
	3.96
	391
	I am aware of how to spot fake news on politics.
	B2.
	.561
	4.32
	391
	I know that fake news on politics can spread easily.
	B3.
	.743
	4.04
	391
	I feel guilty if I do not stop the spread of fake news on politics
	B4.
	.735
	4.12
	391
	I hesitate to interact with the posts (like, comment, share) about fake news on politics.
	B5.
	.758
	4.07
	391
	I think labelling political posts with false information helps to combat fake news on politics.
	B6.
	.434
	4.11
	 Total
	*Note:1= Strong Disagree, 2= Disagree, 3= Neutral, 4=Agree, 5= Strongly Agree
	Based on Table 4, six items are listed that assess the factor of Fake News on Politics, which contributes to Gen Z’s Digital Media Literacy. The mean scores reflected the respondents' level of agreement with each statement on a Likert scale, where hig...
	Table 5: Result level of Fake News on Politics (n=391)
	Table 5 shows that out of 391 respondents, a staggering 83.9% reported a high level of awareness regarding fake news in the political landscape; meanwhile, only 15.6% acknowledged a moderate level and 0.5% indicated a low level of awareness. This leve...
	Table 6: Results of Mean and  Standard Deviation for Knowledge on Politics.
	*Note:1= Strong Disagree, 2= Disagree, 3= Neutral, 4=Agree, 5= Strongly Agree
	According to Table 6, six statements are evaluated regarding Knowledge on Politics, which contributes to Gen Z’s Digital Media Literacy. The mean scores reflect how strongly respondents agree with each statement, with higher scores indicating greater ...
	The assessment of the level of knowledge on politics, as illustrated in Table 4.5, reveals that only 1.0% reported a low level of knowledge which indicates that very few individuals feel uninformed. In contrast, the majority, 56.0%, identified their k...
	Table 8: Results of Mean and  Standard Deviation for Civic Education
	*Note:1= Strong Disagree, 2= Disagree, 3= Neutral, 4=Agree, 5= Strongly Agree
	Table 8 presents six statements related to Civic Education, which contribute also to Gen Z's Digital Media Literacy. The mean scores indicate the level of agreement among respondents, with higher values reflecting a stronger belief in the impact of ci...
	The Level of Civic Education
	Table 9: Result level of Civic Education (n=391)
	Table 9 shows that out of 391 respondents, only 1.3% reported a low level of civic education which means that very few feel entirely uninformed about their civic duties. Conversely, a significant portion of 56.3%, categorised their civic education as ...
	The Mean and Standard Deviation for Critical Evaluation Skills
	Table 10: Results of Mean and  Standard Deviation for  Critical Evaluation Skills
	*Note:1= Strong Disagree, 2= Disagree, 3= Neutral, 4=Agree, 5= Strongly Agree
	Table 10 outlines six statements that assess Critical Evaluation Skills, which are essential components of Gen Z's Digital Media Literacy. The mean scores reflect the extent to which respondents agree with each statement, with higher scores indicating...
	The Level of Critical Evaluation Skills
	Table 11: Result level of critical evaluation skills (n=391)
	Overall in Table 11 shows that 5.1% reported a low level of critical evaluation skills, indicating that a small fraction feels ill-equipped to assess online political news effectively. In contrast, a significant majority, 62.4%, classified their skill...
	*Note:1= Strong Disagree, 2= Disagree, 3= Neutral, 4=Agree, 5= Strongly Agree
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